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CHAPTER 1

What is eBPF and why is it important? 

A Note for Early Release Readers

With Early Release ebooks, you get books in their earliest form—the author’s raw and unedited content as they write—so you can take advantage of these technologies long before the official release of these titles. 

This will be the 1st chapter of the final book. 

If you have comments about how we might improve the content and/or examples in this book, or if you notice missing material within this chapter, please reach out to the editor at  rfernando@oreilly.com. 

eBPF is a revolutionary kernel technology that allows developers to write custom code that can be loaded into the kernel dynamically, changing the way the kernel behaves. (Don’t worry if you’re not confident about what the kernel is - we’ll come to that shortly.)

This enables a new generation of highly-performant networking, observability and security tools. If you want to instrument an app with these eBPF-based tools, you don’t need to modify or reconfigure the app in any way, because of eBPF’s vantage point within the kernel. 

Before we consider what we can do with eBPF, let’s take a brief journey through its history, starting with the Berkeley Packet Filter. 

9

eBPF’s roots: the Berkeley Packet Filter

What we call “eBPF” today has its roots in the BSD Packet Filter, first described back in 1993 in a paper1 written at the Lawrence Berkeley Lab by Steven McCanne and Van Jacobson. This paper discusses a pseudo-machine that can run “filters”, which are programs written to determine whether or not to accept or reject a network packet. 

These programs were written in the BFP instruction set, a general purpose set of 32-bit instructions that very much resembles machine code. Here’s one of the examples directly taken from that paper:

ldh [12]

jeq #ETHERTYPE IP, L1, L2

L1: ret #TRUE

L2: ret #0

This tiny piece of code filters out packets that aren’t IP packets. The input to this filter is an Ethernet packet, and the first instruction (ldh) loads byte 12 from the packet. In the next instruction (jeq) that value is compared with the value that represents an IP

packet. If it matches, execution jumps to the instruction labeled L1, and the packet is accepted by returning a non-zero value (identified here as #TRUE). If it doesn’t match, the packet is not an IP packet and the packet is rejected by returning 0. 

You can imagine (or, indeed, refer to the paper to find examples of) more complex filter programs that make decisions based on other aspects of the packet. Importantly, the author of the filter can write their own custom programs to be executed within the kernel, and this is the heart of what eBPF enables. 

BPF came to stand for “Berkeley Packet Filter” and it was first introduced to Linux in 1997, in kernel version 2.1.752, where it was used in the  tcpdump utility as an efficient way to capture the packets to be traced out. 

Fast forward to 2012, when  seccomp-bpf  was introduced in the kernel version 3.5. 

This enabled the use of BPF programs to make decisions about whether to allow or deny user space applications from making system calls. We’ll explore this in more detail in Chapter 10. This was the first step in evolving BPF from the narrow scope of packet filtering to the general purpose platform it is today. From this point on, the words “packet filter” in the name start to make less sense! 

1 “The BSD Packet Filter: A New Architecture for User-level Packet Capture” by Steven McCanne and Van Jacobson: https://www.tcpdump.org/papers/bpf-usenix93.pdf

2 Thanks to eBPF maintainer Alexei Starovoitov for these and other details, from a NetDev presentation in 2015 https://legacy.netdevconf.info/0.1/docs/starovoitov-bpf_netdev01_2015feb13.pdf
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From BPF to eBPF

BPF evolved to what we call “extended BPF” or eBPF starting in kernel version 3.18 in 2014. This involved several significant changes:

• The BPF instruction set was completely overhauled to be more efficient on 64-bit machines, and the interpreter was entirely re-written. 

• The  bpf()  system call was added so that user space programs can interact with eBPF programs in the kernel. You’ll read about this system call in Chapter 2. 

• eBPF Maps were introduced, which are data structures that can be accessed by BPF programs and by user space applications, allowing information to be shared between them. This is covered in Chapter 2 as well. 

• The eBPF Verifier was added to ensure that eBPF programs are safe to run. This is something we’ll come back to in Chapter 6. 

• Several BPF helper functions were added - we’ll discuss these in Chapter 7

This put the basis for eBPF in place, but development did not slow down! Since then it has evolved significantly. 

The evolution of eBPF to production systems

A feature called  kprobes (Kernel probes) had existed in the Linux kernel since 2005, allowing for traps to be set on almost any instruction in the kernel code. Developers could write kernel modules that attached functions to kprobes for debugging or performance measurement purposes. 

The ability to attach eBPF programs to kprobes was added in 2015, and this was the starting point for a revolution in the way tracing is done across Linux systems. At the same time, hooks started to be added within the kernel’s networking stack allowing eBPF programs to take care of more aspects of networking functionality - we’ll see more of this in Chapter 8. 

By 2016, eBPF-based tools were being used in production systems. Brendan Gregg’s work on tracing at Netflix became widely known in infrastructure and operations cir-cles, as did his statement that eBPF “brings superpowers to Linux”. At the same time, the Cilium project was announced, being the first networking project to use eBPF to replace the entire datapath in container environments. The following year Facebook (now Meta) open-sourced their project Katran, a load balancer that wildly improved From BPF to eBPF  |  11

performance. Every single packet to facebook.com since 2017 has passed through

eBPF/XDP3. 

In 2018 eBPF became a separate sub-system within the Linux Kernel, with Daniel Borkmann from Isovalent and Alexei Starovoitov from Meta as its co-maintainers. 

The same year saw the introduction of BPF Type Format (BTF) which makes eBPF

programs much more portable - we’ll explore this in Chapter 5. 

2020 saw the introduction of LSM BPF, allowing eBPF programs to be attached to the Linux Security Module (LSM) kernel interface. This indicated a third major use case for eBPF had been identified: it became clear that it is a great platform for security tooling, in addition to networking and observability. 

Over the years eBPF’s capabilities have grown greatly, thanks to the work of over 300

kernel developers and many contributors to the associated userspace tools (such as bpftool, which we’ll meet in Chapter 2), compilers and programming language libraries (Chapter 12). Programs were once limited to 4096 instructions, but that limit has grown to over 1 million, and rendered effectively irrelevant by support for tail calls (we’ll cover these in Chapter 11). 

eBPF’s applications range so far beyond packet filtering that the acronym is essentially meaningless now, and it has become a standalone term. And since the Linux kernels in widespread use these days all have support for the “extended” parts, the terms

“eBPF” and “BPF” are largely used interchangeably. In the kernel source code and in eBPF programming, the common terminology is BPF - for example, as we’ll see in Chapter 4 the name of system call for interacting with eBPF is  bpf(),  helper functions start with  bpf_  and the different types of (e)BPF program are identified with names that start  BPF_PROG_TYPE.  Outside the kernel community the name “eBPF” seems to have stuck, for example in the community site ebpf.io, or in the name of the eBPF

Foundation. 

The Linux kernel

At the start of this chapter I promised to explain what the kernel is. I covered this in my report “What is eBPF?” 4 and I’ve adapted some of that content for the next few paragraphs. 

The Linux kernel is the software layer between your applications and the hardware they’re running on. Applications run in an unprivileged layer called  user space,  which can’t access hardware directly. Instead, an application makes requests using the sys-3 This wonderful fact comes from Daniel Borkmann’s KubeCon 2020 talk on “eBPF and Kubernetes: Little Helper Minions for Scaling Microservices” https://www.youtube.com/watch?v=99jUcLt3rSk&t=655s 4 Extract from “What Is eBPF?” by Liz Rice. Copyright © 2022 O’Reilly Media. Used with permission. 
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tem call (syscall) interface to request the kernel to act on its behalf. That hardware access can involve reading and writing to files, sending or receiving network traffic, or even just accessing memory. The kernel is also responsible for coordinating con-current processes, enabling many applications to run at once. This is illustrated in

Figure 1-1. 

 Figure 1-1. Applications in user space use syscall interface to make requests to the kernel As application developers, we typically don’t use the system call interface directly, because programming languages give us high-level abstractions and  standard libraries that are easier interfaces to program. As a result, a lot of people are blissfully unaware of how much the kernel is doing while our programs run. If you want to get a sense of how often the kernel is invoked, you can use the strace utility to show all the system calls an application makes. Here’s an example, where using cat to read the word  hello from a file and write it to the screen involves over 100 system calls:

liz@liz-ebpf-demo-1:~$ strace -c cat liz.txt

hello

% time     seconds  usecs/call     calls    errors syscall

------ ----------- ----------- --------- --------- ----------------

0.00    0.000000           0         5           read

0.00    0.000000           0         1           write

0.00    0.000000           0        21           close

0.00    0.000000           0        20           fstat

0.00    0.000000           0        23           mmap

0.00    0.000000           0         4           mprotect

0.00    0.000000           0         2           munmap

0.00    0.000000           0         3           brk
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  0.00    0.000000           0         4           pread64

0.00    0.000000           0         1         1 access

0.00    0.000000           0         1           execve

0.00    0.000000           0         2         1 arch_prctl

0.00    0.000000           0         1           fadvise64

0.00    0.000000           0        19           openat

------ ----------- ----------- --------- --------- ----------------

100.00    0.000000                   107         2 total

Because applications rely so heavily on the kernel, it means that we can learn a lot about how an application behaves if we can observe its interactions with the kernel. 

With eBPF we can add instrumentation into the kernel to get these insights. 

For example, if you are able to intercept the system call for opening files, you can see exactly which files any application accesses. But how could you do that interception? 

Let’s consider what would be involved if we wanted to modify the kernel, adding new code to create some kind of output whenever that system call is invoked. 

Adding new function to the kernel

The Linux kernel is complex, with around 30 million lines of code5 at time of writing. 

Making a change to any codebase requires some familiarity with the existing code, so unless you’re a kernel developer already, this is likely to present a challenge. 

But you’ll be facing a challenge that isn’t purely technical. Linux is a general purpose operating system, used in all manner of different environments and circumstances. 

This means that if you want to make a change to the kernel, it’s not simply a matter of writing code that works. It has to be accepted by the community (and more specifically by Linus Torvalds, creator and main developer of Linux) that your change will be for the greater good of all. This isn’t a given—only one-third of submitted kernel patches are accepted.6

Let’s suppose that you’ve figured out a good technical approach for intercepting the system call for opening files. After some months of discussion and some hard development work on your part, let’s imagine that the change is accepted into the kernel. 

Great! But how long will it be until it arrives on everyone’s machines? 

There’s a new release of the Linux kernel every two or three months, but even when a change has made it into one of these releases, it’s still some time away from being available in most people’s production environments. This is because most of us don’t just use the Linux kernel directly—we use Linux distributions like Debian, Red Hat, 5 In January 2021, Phoronix reported the kernel version 5.12 having 28.81 million lines of code: https://

www.phoronix.com/scan.php?page=news_item&px=Linux-5.12-rc1-Code-Size

6 According to research by Jiang, Adams & German 33% of patches are accepted, and most take 3-6 months: https://dl.acm.org/doi/pdf/10.5555/2487085.2487111
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Alpine, Ubuntu, etc that package up a version of the Linux kernel with various other components. You may well find that your favorite distribution is using a kernel release that’s several years old. 

For example, a lot of enterprise users employ Red Hat Enterprise Linux (RHEL). At the time of writing, the current release is RHEL 8.5, dated November 2021. This uses a kernel based on 4.18. This kernel was released back in August 2018. As illustrated in the cartoon in Figure 1-2, it takes literally years to get new functionality from the idea stage into a production environment Linux kernel.7

 Figure 1-2. Adding features to the kernel (cartoon by Vadim Shchekoldin, Isovalent) Kernel modules

If you don’t want to wait for years for your change to make it into the kernel, there is another option. The Linux kernel was designed to accept kernel modules, which can be loaded and unloaded on demand. If you want to change or extend kernel behavior, writing a module is certainly one way to do it. In our example of instrumenting the system call for opening files, you could write a kernel module to do this. 

The biggest challenge here is that this is still full-on kernel programming. Users have historically been very cautious about using kernel modules for one simple reason: if 7 Thankfully, security patches to existing functionality get made available more quickly. 
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kernel code crashes, it takes down the machine, and everything running on it. How can a user be confident that a kernel module is safe to run? 

Being “safe to run” doesn’t just mean not crashing—the user wants to know that a kernel module is safe from a security perspective. Does it include vulnerabilities that an attacker could exploit? Do we trust the authors of the module not to put malicious code in it? Because the kernel is privileged code, it has access to everything on the machine, including all the data, so malicious code in the kernel would be a serious cause for concern. This applies to kernel modules too. 

The safety of the kernel is one important reason why Linux distributions take so long to incorporate new releases. If other people have been running a kernel version in a variety of circumstances for months or years, this should have flushed out issues. The distribution maintainers can have some confidence that the kernel they ship to their users/customers is hardened - that is, safe to run. 

eBPF offers a very different approach to safety: the  eBPF Verifier,  which ensures that an eBPF program is only loaded if it’s safe to run - that is, it won’t crash the machine or lock it up in a hard loop, and it won’t allow data to be compromised. We’ll discuss the verification process in more detail in Chapter 6. 

Dynamic loading of eBPF programs

eBPF programs can be loaded into and removed from the kernel dynamically. Once they are attached to an event, they’ll be triggered by that event regardless of what caused that event to occur. For example, if you attach a program to the syscall for opening files, it will be triggered whenever any process tries to open a file. It doesn’t matter whether that process was already running when the program was loaded. 

This leads to one of the great strengths of observability or security tooling that uses eBPF—it instantly gets visibility over everything that’s happening on the machine. 

Additionally, as illustrated in Figure 1-3, people can create new kernel functionality very quickly through eBPF without requiring every other Linux user to accept the same changes. 
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 Figure 1-3. Adding kernel features with eBPF (cartoon by Vadim Shchekoldin, Isovalent) eBPF in cloud native environments

These days a lot of organizations choose not to run applications by executing programs directly on servers. Instead, many use cloud native approaches: containers, orchestrators such as Kubernetes or ECS, or serverless approaches like Lambda, cloud functions, or Fargate, and so on. These approaches all use automation to choose the server where each workload will run; in serverless, we’re not even aware what server is running each workload. 

Nevertheless, there are servers involved, and each of those servers (whether it’s a virtual machine or bare metal machine) runs a kernel. Where applications run in a container, if they’re running on the same (virtual) machine, they share the same kernel. 
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In a Kubernetes environment, this means that all the containers in all the pods on a given node are using the same kernel. When we instrument that kernel with eBPF

programs, all the containerized workloads on that node are visible to those eBPF programs, as illustrated in Figure 1-4. 

 Figure 1-4. eBPF programs in the kernel have visibility of all applications running on a Kubernetes node

The combination of visibility of all the processes on the node, and the ability to load eBPF programs dynamically, gives us the real superpowers of eBPF-based tooling in cloud native computing:

• We don’t need to change our applications, or even the way they are configured, to instrument them with eBPF tooling. 
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• As soon as it’s loaded into the kernel and attached to an event, an eBPF program can start observing pre-existing application processes. 

Contrast this with the sidecar model that has been used to add functionality like logging, tracing, security and service mesh functionality into Kubernetes apps. In the sidecar approach, the instrumentation runs as a container that is “injected” into each application pod. This “injection” process involves modifying the YAML that defines the application pods, adding in the definition of the sidecar container. This approach is certainly more convenient than adding the instrumentation into the source code of the application (which is what we had to do before the sidecar approach - for example, including a logging library in our application and making calls into that library at appropriate points in the code). Nevertheless, the sidecar approach has a few down-sides:

• The application pod has to be restarted for the sidecar to be added. 

• Something has to modify the application YAML. This is generally an automated process, but if something goes wrong, the sidecar won’t be added, which means the pod doesn’t get instrumented. For example, a deployment might be annotated to indicate that an admission controller should add the sidecar YAML to the pod spec for that deployment. But if the deployment isn’t labeled correctly, the sidecar won’t get added, and it’s therefore not visible to the instrumentation. 

• When there are multiple containers within a pod, they might reach readiness at different times, the ordering of which may not be predictable. Pod start-up time can be significantly slowed by the injection of sidecars, or worse, it can cause race conditions or other instabilities. For example, the Open Service Mesh documen‐

tation describes how application containers have to be resilient to all traffic being dropped until the Envoy proxy container is ready. 

• Where networking functionality such as Service Mesh is implemented as a sidecar, it necessarily means that all traffic to and from the application container has to travel through the network stack in the kernel to reach a network proxy container, adding latency to that traffic - this is illustrated in Figure 1-5. We’ll talk about improving network efficiency with eBPF in Chapter 6. 
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 Figure 1-5. Path of a network packet using a network proxy sidecar container All these issues are inherent problems with the sidecar model. Fortunately, now that eBPF is available as a platform, we have a new model that can avoid these issues. 

Additionally, because eBPF-based tools can see everything that’s happening on a (virtual) machine, they are harder for bad actors to sidestep. For example, if an attacker manages to deploy a cryptocurrency mining app on one of your hosts, they probably won’t do you the courtesy of instrumenting it with the sidecars you’re using on your application workloads. If you’re relying on a sidecar-based security tool to prevent apps from making unexpected network connections, that tool isn’t going to spot the mining app connecting to its mining pool if the sidecar isn’t injected. In contrast, network security implemented in eBPF can police all traffic on the host machine, so this cryptocurrency mining operation could easily be stopped. The ability to drop network packets for security reasons is something we’ll come back to in Chapter 8. 

Conclusion

I hope this chapter has given you some insight into why eBPF as a platform is so powerful. It allows us to change the behavior of the kernel, allowing the flexibility to build bespoke tools or customized policies. eBPF-based tools can observe any event across the kernel, and hence across all applications running on a (virtual) machine, whether they are containerized or not. eBPF programs can be deployed dynamically, allowing behavior to be changed on the fly. 
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So far we’ve discussed eBPF at a relatively conceptual level. In the next chapter we’ll make it more concrete and explore the constituent parts of an eBPF-based application. 
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CHAPTER 2

eBPF Hello World

A Note for Early Release Readers

With Early Release ebooks, you get books in their earliest form—the author’s raw and unedited content as they write—so you can take advantage of these technologies long before the official release of these titles. 

This will be the 2nd chapter of the final book. 

If you have comments about how we might improve the content and/or examples in this book, or if you notice missing material within this chapter, please reach out to the editor at  rfernando@oreilly.com. 

In the previous chapter I discussed why eBPF is so powerful, but it’s OK if you don’t feel you have a concrete grasp of what it really means to run eBPF programs yet. In this chapter I’ll use a simple Hello World example to give you a better feel for it. 

As you’ll learn as you read through this book, there are several different libraries and frameworks for writing eBPF applications. To warm up, I’ll show you what is probably the most accessible approach from a programming point of view: the BCC frame‐

work. This offers a very easy way to write basic eBPF programs. For reasons that I’ll

cover in Chapter 5 it’s not an approach that I would recommend for production apps these days, but it’s great for taking your first steps. 

If you want to try this code out for yourself, the code is available at

https://github.com/lizrice/learning-ebpf/ in the chapter2 directory. 

Instructions for installing BCC are at https://github.com/

iovisor/bcc/blob/master/INSTALL.md. 
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BCC Hello World

The following is the full source code of hello.py, an eBPF “Hello World” application1

written using BCC’s Python library:

#!/usr/bin/python  

from bcc import BPF

program = """ 

int hello(void *ctx) {

bpf_trace_printk("Hello World!\\n"); 

return 0; 

}

""" 

b = BPF(text=program)

syscall = b.get_syscall_fnname("execve")

b.attach_kprobe(event=syscall, fn_name="hello")

b.trace_print()

This code consists of two parts: the eBPF program itself that will run in the kernel, and some user space code that loads the eBPF program into the kernel and reads out the trace that it generates. As you can see in Figure 2-1, hello.py is the user space part of this application, and hello() is the eBPF program that runs in the kernel. 

 Figure 2-1. The user space and kernel components of Hello World

Let’s dig into each line of the source code to understand it better. 

1 I originally wrote this for a talk called “The Beginners Guide to eBPF Programming”. You can find the original code along with links to the slides and video at https://github.com/lizrice/ebpf-beginners. 
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The first line tells you that this is Python code, and that the program that can run it is the Python interpreter (/usr/bin/python). 

The eBPF program itself is written in C code, and it’s this part:

int hello(void *ctx) {

bpf_trace_printk("Hello World\\n"); 

return 0; 

}

The double backslash (\\) is required in the string definition, so

that Python interprets this as a single backslash (\) when it reads

this string from the file. The program that’s actually being compiled

will only have the single backslash followed by ‘n’, which defines a

new line character. 

All that the eBPF program does is use a helper function  bpf_trace_printk() to write out a message. Helper functions are another feature that distinguishes “extended” 

eBPF from its “classic” predecessor. They are a set of functions that eBPF programs can call to interact with the system - I’ll discuss them further in Chapter 5. For now you can just think of this as printing out a line of text. 

The entire eBPF program is defined as a string called “program” in the Python code. 

This C program needs to be compiled before it can be executed, but BCC takes care of that for you. (You’ll see how to compile eBPF programs ourselves in the next chapter.) All you need to do is pass this string as a parameter when creating a BPF object, in the following line:

b = BPF(text=program)

eBPF programs need to be attached to an event, and for this example I’ve chosen to attach to the system call “execve”, which is the syscall used to execute a program. 

Whenever anything or anyone starts a new program executing on this machine, that will call execve(), which will trigger the eBPF program. Although the execve() name is a standard interface in Linux, the name of the function that implements it in the kernel depends on the chip architecture, but BCC gives a convenient way to look up the function name for the machine you’re running on:

syscall = b.get_syscall_fnname("execve")

Now syscall represents the name of the kernel function that I’m going to attach to, 

using a kprobe (you met the concept of kprobes in Chapter 1). You can attach the

“hello” function to that event like this:

b.attach_kprobe(event=syscall, fn_name="hello")

At this point, the eBPF program is loaded into the kernel and attached to an event, so the program will be triggered whenever a new executable gets launched on the BCC Hello World  |  25
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machine. All that remains to do in the Python code is to read the tracing that is output by the kernel, and write it on screen. 

b.trace_print()

This trace_print() function will loop indefinitely (until you stop the program, perhaps with Ctrl+C) displaying any trace. 

Figure 2-2 illustrates this code. The python program compiles the C code, loads it into the kernel and attaches it to the execve syscall kprobe. Whenever any application on this (virtual) machine calls execve(), that triggers the eBPF hello() program, which writes a line of trace into a file. The python program reads that trace file and displays it to the user. 

 Figure 2-2. Hello World in operation

Running Hello World

Run this program, and depending on what is happening on the (virtual) machine you’re using, you might see tracing being generated straight away, because other pro‐

cesses could be executing programs2 with the execve syscall. If you don’t see anything, you could open a second terminal and execute any commands you like, and you’ll see the corresponding trace generated by Hello World. 

2 I quite often use VScode remote to connect to a virtual machine in the cloud. This runs lots of node scripts on the virtual machine, which generates lots of tracing from this Hello World app. 
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$ hello.py

b'     bash-5412    [001] .... 90432.904952: 0: bpf_trace_printk: Hello World' 

Since eBPF is so powerful, it requires special privileges to use it. 

These privileges can be assigned to a user with the Linux capability

called CAP_BPF. They are automatically assigned to the root user

so the easiest way to run eBPF programs is as root, perhaps by

using sudo. For clarity I won’t include sudo in the example com‐

mands in this book, but if you ever see an “Operation not permit‐

ted” error, the first thing to check is whether you’re trying to run

eBPF programs as an unprivileged user. 

The trace output shows not only the “Hello World” string, but also some additional contextual information about the event that triggered the hello eBPF program to run. 

For example, the process that made the execve system call has ID 5412, and it was running bash. The fact that contextual information like this is available to the eBPF

code makes it so valuable for observability. Whenever an event occurs, an eBPF program can report not only the fact that the event happened, but also relevant information about what happened to trigger the event. You’ll see other examples in this book where BPF helper functions are used to gather that contextual data. 

As soon as the “hello” eBPF program is loaded and attached to an event, it gets triggered by events that are being generated from pre-existing processes. This should reinforce a couple of points that you learned in Chapter 1. 

• eBPF programs can be used to dynamically change the behavior of the system. 

There’s no need to reboot the machine or restart existing processes - eBPF code starts taking effect as soon as it is attached to an event. 

• There’s no need to change anything about other applications for them to be visible to eBPF. Wherever you have terminal access on that machine, if you run an executable in it, that will use the execve() syscall, and if you have the Hello World program attached to that syscall it will trigger Hello World to generate tracing output. Likewise, if you have a script that runs executables, that will also trigger Hello World. You don’t need to change anything about the terminal’s shell, the script or the executables you’re running. 

You might be wondering how the Python code knows where to read the tracing output from. The answer is not very sophisticated: the bpf_trace_printk() helper function in the kernel always sends output to the same pre-defined pseudo-file

location: /sys/kernel/debug/tracing/trace_pipe. You can confirm this by using cat to view its contents - you’ll need root privileges to access it. 

A single trace pipe location is fine for a simple Hello World example, or for basic debugging purposes, but it’s very limited. There is very little flexibility in the format Running Hello World   |  27

of the output, and more importantly there is just this one location on the (virtual) machine. If you have multiple eBPF programs running simultaneously, they would all write trace output to the same trace pipe, which could get very confusing for a human operator. 

There’s a much better way to get information out of a BPF program: use a  map. 

BPF Maps

A BPF map is a data structure that can be accessed from a BPF program, or from user space. They are one of the really significant changes that distinguish extended BPF

from its classic predecessor. 

Maps can be used to share data between multiple BPF programs, or to communicate between a user space application and BPF code running in the kernel. Typical uses include the following:

• User space writing configuration information to be retrieved by a BPF program

• A BPF program storing state for later retrieval by another BPF program

• A BPF program writing results or metrics into a map, for retrieval by the user space app that will present results. 

BCC gives us some convenient abstractions that make it very easy to use maps. To illustrate this, I’m now going to describe a slightly more sophisticated version of Hello World that uses BCC’s BPF_PERF_OUTPUT capabilities, which let you write data in a structure of your choosing into a perf ring buffer map.3

3 BPF ring buffers are now generally preferred over BPF perf buffers, if you have a recent enough kernel. Andrii Nakryiko discusses the difference in his blog: https://nakryiko.com/posts/bpf-ringbuf/
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Ring buffers are by no means unique to eBPF but I’ll explain them

just in case you haven’t come across them before. You can think of

a ring buffer as a set of data slots in a ring, with separate “write” 

and “read” pointers. Each slot is big enough for one structure’s

worth of data. Data gets written to wherever the “write” pointer is, 

and the pointer moves to the next slot. Similarly, data gets read

from whichever slot the “read” pointer is at, and then the read

pointer moves along in the same direction as the write pointer. If

the read pointer catches up with the write pointer, it simply means

there’s no data to read. If the write pointer overtakes the read

pointer, it means that some data gets lost. If read and write opera‐

tions happened at precisely the same rate with no variability you

could get away with a ring buffer size of one. In most applications

there will be some variation in the time between reads, writes or

both, so the buffer size needs to be tuned to account for this. 

As in the previous Hello World example, this version will write the string “Hello World” to the screen every time the execve() syscall is used. It will also look up the process ID and the name of the executable makes each execve() call, so that you’ll get similar output to the first example. This also gives me the opportunity to show you a couple more examples of BPF helper functions. 

Here’s the eBPF program for Hello Maps written in C:

BPF_PERF_OUTPUT(hey); 

struct data_t {     

u32 pid; 

char command[16]; 

char message[12]; 

}; 

int hello(void *ctx) {

   struct data_t data = {}; 

char message[12] = "Hello World"; 

   data.pid = bpf_get_current_pid_tgid(); 

bpf_get_current_comm(&data.command, sizeof(data.command));  

bpf_probe_read_kernel(&data.message, sizeof(data.message), message); 

hey.perf_submit(ctx, &data, sizeof(data)); 

return 0; 

}

BCC defines the macro BPF_PERF_OUTPUT for creating a map that will be used to pass messages from kernel to user space. I’ve called this map “hey”. 

Every time hello() is run, the code is going to write a structure’s worth of data. 

This is the definition of that structure, which has fields for the process ID, the name of the currently running command, and a text message. 
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data is a local variable that holds the data structure to be submitted, and message holds the “Hello World” string. 

bpf_get_current_pid_tgid() is a helper function that gets the ID of the process that triggered this eBPF program to run. 

Similarly, bpf_get_current_comm() is a helper function for getting the name of the executable (or “command”) that called execve. This is a string, not a numeric value like the process ID, and in C you can’t simply assign a string using “=”. I have to pass the address of the field where the string should be written, 

&data.command, as an argument to the helper function. 

For this example, the message is “Hello World” every time. bpf_probe_read_ker nel() copies it into the right place in the data structure. 

At this point the data structure is populated with the process ID, command

name, and message. This call to hey.perf_submit() puts that data into the map. 

Just as in the first Hello World example, this C program is assigned to a string called program in the Python code, which you can see in the file called chapter2/hello-map.py in the GitHub repo for this book. What follows is the rest of the python code: b = BPF(text=program) 

syscall = b.get_syscall_fnname("execve")

b.attach_kprobe(event=syscall, fn_name="hello")

def print_event(cpu, data, size):  

data = b["hey"].event(data)

print("{0} {1} {2}".format(data.pid, data.command.decode(), data.message.decode()))

b["hey"].open_perf_buffer(print_event) 

while True:   

b.perf_buffer_poll()

The lines that compile the C code, load it into the kernel and attach it to the syscall event are unchanged from the version of the code you saw earlier

print_event is a callback function that will output a line of data to the screen. 

BCC does some heavy lifting so that I can refer to the map simply as b[“hey”], and grab data from it using b[“hey”].event()

b["hey"].open_perf_buffer() opens the hey perf ring buffer. The function takes print_event as an argument to define that this is the callback function to be used whenever there is data to read from the buffer. 
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The program will now loop indefinitely4, polling the perf buffer. If there is any data available, print_event will get called. 

Running this code gives us output that’s similar to the original Hello World: $ sudo ./hello-perf-output.py

11654 node Hello World

11655 sh Hello World

…

The big difference is that the data is now being passed via a ring buffer map called

“hey” that is unique to this eBPF program, as shown in Figure 2-3. 

 Figure 2-3. Using a map for passing data from the kernel to user space

You can verify that the information isn’t going to the trace pipe by using cat /sys/

kernel/debug/tracing/trace_pipe. 

Summary

I hope that by showing a concrete example of an eBPF program, this chapter helps you consolidate your mental model of eBPF code running in the kernel, triggered by events. You’ve also seen an example of data being passed from the kernel to user space using an eBPF Map. 

4 This is just example code so I’m not worrying about cleaning up on keyboard interrupt or any other niceties! 
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Using the BCC framework hides many of the details of how the program is built, loaded into the kernel, and attached to events. In the next chapter I’ll show you a different approach to writing Hello World, and dive in deeper into how those details can be accomplished. 

Exercises

Here are some optional activities that you might like to try (or think about) if you want to explore Hello World a bit further. 

1. Adapt the Python code so that the eBPF code gets triggered by a different syscall. 

For example, openat() is commonly called to open files, or write() is called to write data to a file. 

2. Add a timestamp into the output. To do this you will need to

a. Add an extra field into the data_t data structure

b. Use the helper function bpf_ktime_get_ns() to get the current time in nano-seconds

c. Modify print_event to show this information
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CHAPTER 3

Anatomy of an eBPF program

A Note for Early Release Readers

With Early Release ebooks, you get books in their earliest form—the author’s raw and unedited content as they write—so you can take advantage of these technologies long before the official release of these titles. 

This will be the 3rd chapter of the final book. 

If you have comments about how we might improve the content and/or examples in this book, or if you notice missing material within this chapter, please reach out to the editor at  rfernando@oreilly.com. 

In the previous chapter, you saw a simple eBPF Hello World, written using the BCC

framework. In this chapter I’ll show you a version of Hello World entirely in C, so that you can see some of the details that BCC took care of in the previous chapter. I’ll also show you the stages that an eBPF program goes through on its journey from source code to execution. 

An eBPF program is a set of executable instructions that can be run within the kernel within a BPF Virtual Machine. Humans typically find a higher level programming language easier to deal with, and at least at the time of writing I’d say the vast majority

of eBPF code is written in C1 and then compiled to eBPF bytecode. Let’s start by look-1 Increasingly, eBPF programs are also being written in Rust, since the Rust compiler supports eBPF bytecode as a target

33

[image: Image 16]

ing at some eBPF code that will run in the kernel, using another very simple Hello World example2. 

If you want to build and run this code yourself, you’ll find the code

along with instructions for setting up an environment to do so at

github.com/lizrice/learning-ebpf. The code for this chapter is in the

directory chapter3. 

eBPF Hello World for a network interface

Here’s the entire C code for a very simple BPF program that just writes out the words

“Hello World”. The example in Chapter 2 was triggered by a system call kprobe; this time, I’m going to attach to a network interface so that the eBPF program is triggered by the arrival of a network packet. 

#include <linux/bpf.h> 

#include <bpf_helpers.h> 

SEC("xdp")   

int hello(void *ctx) {     

bpf_printk("Hello World"); 

return XDP_PASS; 

}

char LICENSE[] SEC("license") = "Dual BSD/GPL"; 

This example starts by including some header files. Just in case you’re not familiar with C coding: every program has to include the header files that define any structures or functions that the program is going to use. You can guess from the names that these header files are related to BPF. 

The macro SEC() defines a section called “xdp” that you’ll be able to see in the compiled object file - I’ll come back to this shortly. 

Here you can see the actual eBPF program. In eBPF, the program name is the

function name, so this program is called “hello”. It uses a helper function bpf_printk to write a string of text, and then it returns the value XDP_PASS. This value indicates to the kernel that it should process this network packet as normal. 

Finally there is another SEC() macro that defines a license string, and this is a crucial requirement for eBPF programs. Some of the BPF helper functions in the kernel are defined as “GPL only”. If you want to use any of these functions, your BPF code has to be declared as having a GPL-compatible license. The verifier 2 The examples in this chapter are written in C using libbpf. We’ll discuss what this is, and some other options for languages and libraries, in Chapter 5
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(which we will discuss later) will object if the declared license is not compatible with the functions that a program uses. 

I’ve said that this is C code, and that’s essentially true. If we were being very strict about it, we might say that it’s pseudo-C, or a subset of C, because not all C code can be compiled to valid eBPF code. That’s largely because of the restrictions that the eBPF verifier imposes, which we’ll come to later. 

You might be wondering why the previous chapter used

bpf_trace_printk() and this version uses bpf_printk(). The short

answer is that BCC’s version is called bpf_trace_printk() and

libbpf’s version is bpf_printk(), but both of those are wrappers

around the kernel function bpf_trace_printk(). Andrii Nakryiko

wrote a good post on this on his blog. 

This is an example of an eBPF program that attaches to the XDP or eXpress Data Path hook point on a network interface. You can think of the XDP event being triggered the moment a network packet arrives inbound on a (physical or virtual) network interface. 

Some network cards support offloading XDP programs so that they

can be executed on the network card itself. This means that each

network packet that arrives can be processed on the card, before it

gets anywhere near the machine’s CPU. XDP programs can inspect

and even modify each network packet, so this is very useful for

doing things like DDOS protection, firewalling, or load balancing, 

in a highly performant way. 

You have seen the C source code, and the next step is to compile it into an object that the kernel can understand. 

Compile an eBPF object

Our eBPF source code needs to be compiled into the machine instructions that the eBPF virtual machine can understand: eBPF bytecode. The  clang compiler from the

LLVM project will do this, if you specify -target bpf. Here’s an extract from a Makefile that will do the compilation. 

hello.bpf.o: %.o: %.c

clang \

-target bpf \

-D __BPF_TRACING__ \

-I../libbpf/src\

-I/usr/include/$(shell uname -m)-linux-gnu \
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       -Wall \

-O2 -c $< -o $@

This generates a file called hello.bpf.o. Let’s inspect this object file to understand more about the eBPF code that it contains. 

Inspect the object file

The file utility is commonly used to find out what sort of contents a file contains. 

$ file hello.bpf.o

hello.bpf.o: ELF 64-bit LSB relocatable, eBPF, version 1 (SYSV), not stripped This shows that it’s an ELF (Executable and Linkable Format) file, containing eBPF

code, for a 64-bit platform with LSB (lowest significant bit) architecture. You can further inspect this object with llvm-objdump to see the eBPF instructions. 

$ llvm-objdump -d hello.bpf.o

hello.bpf.o:    file format elf64-bpf   

Disassembly of section xdp: 

0000000000000000 <hello>:    

0:       18 01 00 00 00 00 00 00 00 00 00 00 00 00 00 00 r1 = 0 ll

       2:       b7 02 00 00 0c 00 00 00 r2 = 12   

3:       85 00 00 00 06 00 00 00 call 6

       4:       b7 00 00 00 02 00 00 00 r0 = 2    

5:       95 00 00 00 00 00 00 00 exit

The first line is very straightforward: we see further confirmation that hello.bpf.o is a 64-bit ELF file with eBPF code (there’s no particular rhyme or reason why some tools say “BPF” and others “eBPF” - as I’ve said earlier, these terms are now practically interchangeable). 

Next comes the disassembly of the section that’s labeled “xdp”, which matches the SEC() definition in the source C code. 

This section is a function called “hello”, and then there are five lines of eBPF bytecode. On the left you can see the offset of the bytecode from wherever “hello” is located in memory. On a 64-bit platform each memory location can hold 8 bytes. 

The first instruction is 16 bytes long, so the second instruction is at offset 2. The remaining instructions each fit in 8 bytes so the offset increments by one in each line. 

The first byte of each line is the opcode that tells the kernel what operation to

perform. The iovisor project has good documentation of these opcodes. On the right-hand side of each instruction line is the human-readable interpretation of the instruction. 
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For example, let’s take the instruction at offset 2. The opcode is 0xb7, and the documentation tells us that the pseudo-code corresponding to this is “dst = imm”, which can be read as “Set the destination to immediate value”. The destination is defined by the second byte 0x02, which means “Register 2”. The “immediate” (or literal) value here is 0x0c, which is 12 in decimal. So we can understand that this instruction tells the kernel to “set Register 2 to value 12”. This corresponds to the output that we see on the right of instruction: r2 = 12. 

The instruction at offset 4 also has opcode 0xb7, and this time it’s setting the value of Register 0 to the value 2. When an eBPF program finishes running, Register 0 holds the return code. XDP_PASS has the value 2. 

You now know that hello.bpf.o contains an eBPF program in bytecode. The next step is to load it into the kernel. 

Load the program into the kernel

For this example we’ll use a utility called bpftool. You can also load programs pro-grammatically, and you’ll see examples of that later in the book. 

Some Linux distributions provide a package that includes bpftool, 

or you can compile it from source code. You can find more details about installing or building this tool on Quentin Monnet’s blog. 

Here’s an example of using bpftool to load a program into the kernel. Note that you’ll likely need to be root (or use sudo) to get the BPF privileges that bpftool requires. 

$ bpftool prog load hello.bpf.o /sys/fs/bpf/hello 

This loads the BPF program from our compiled object file and “pins” it to the location /sys/fs/bpf/hello3. No output response to this command indicates success, but you can confirm that the program is in place using ls. 

$ ls /sys/fs/bpf

hello

The BPF program has been successfully loaded. Let’s use the bpftool utility to find out more about the program and its status within the kernel. 
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Inspecting the loaded program

bpftool can list all the programs that are loaded into the kernel. If you try this yourself you’ll probably see several pre-existing BPF programs in this output, but for clarity I will just show the lines that relate to our Hello World example. 

$ bpftool prog list 

…

540: xdp  name hello  tag 9d0e949f89f1a82c  gpl

loaded_at 2022-08-02T17:39:47+0000  uid 0

xlated 48B  jited 108B  memlock 4096B  map_ids 199

btf_id 377

The program has been assigned the ID 540. This identity is a number assigned to each program as it’s loaded. Knowing the ID, you can ask bpftool to show more information about this program. This time, let’s get the output in prettified JSON format so the field names are visible, as well as the values. 

$ bpftool prog show id 540 --pretty

{

"id": 540, 

"type": "xdp", 

"name": "hello", 

"tag": "9d0e949f89f1a82c", 

"gpl_compatible": true, 

"loaded_at": 1659461987, 

"uid": 0, 

"bytes_xlated": 48, 

"jited": true, 

"bytes_jited": 108, 

"bytes_memlock": 4096, 

"map_ids": [199

], 

"btf_id": 377

}

Given the field names, a lot of this is straightforward to understand:

• The program’s ID is 540. 

• The “type” field tells us that this program can be attached to a network interface using the XDP (eXpress Data Path) event. There are several other types of BPF

program that can be attached to different sorts of events, and we’ll discuss this more in Chapter 7. 

• The name of the program is “hello”, which is the function name from the source code. 

• The program is defined with a GPL-compatible license. 

• User ID 0 (which is root) loaded the program
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• There’s a timestamp showing when the program was loaded

• This program reserves 4096 bytes of memory that won’t be paged out

Let’s dig into the other fields in this output that are perhaps not quite so self-explanatory. 

BPF program tag

The “tag” is a SHA sum of the program’s instructions, which can be used as another identifier for the program. The ID can vary every time you load or unload the program, but the tag will remain the same. bpftool accepts references to a BPF program by ID, name or tag, so in the example here, bpftool prog show tag

9d0e949f89f1a82c and bpftool prog show name hello give the same output as

bpftool prog show id 540. That said, you could have multiple programs with the same name, and even multiple instances of programs with the same tag, but the ID

will always be unique. 

Translated bytecode

The “bytes_xlated” field tells us how many bytes of “translated” eBPF code there are. 

This is the eBPF bytecode after it has passed through the verifier (and possibly been modified by the kernel for reasons that I’ll discuss later in this book). 

Let’s use bpftool to show this translated version of our Hello World code. 

$ bpftool prog dump xlated name hello 

0: (18) r1 = map[id:199][0]+0

2: (b7) r2 = 12

3: (85) call bpf_trace_printk#-78032

4: (b7) r0 = 2

5: (95) exit

This looks very similar to the disassembled code that you saw earlier in the output from llvm-objdump. The offset addresses are the same, and the instructions look similar - for example, we can see the instruction at offset 2 is “r2=12”. 

JIT-compiled machine code

This bytecode is pretty low-level, it’s not quite machine code yet. eBPF uses a JIT (Just In Time) compiler to convert eBPF bytecode to machine code that runs natively on the target CPU. The “bytes_jited” field shows that after this conversation the program is 108 bytes long. 

bpftool can generate a dump of this JITed code in assembly language. Don’t worry if you’re not familiar with assembly language and this looks entirely incomprehensible! 
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I have only included it to illustrate all the transformations that the eBPF code goes through from source code to the executable machine instructions. 

$ bpftool prog dump jited name hello 

bpf_prog_9d0e949f89f1a82c_hello:

0:   bti     c

4:   stp     x29, x30, [sp, #-16]! 

8:   mov     x29, sp

c:   stp     x19, x20, [sp, #-16]! 

10:   stp     x21, x22, [sp, #-16]! 

14:   stp     x25, x26, [sp, #-16]! 

18:   mov     x25, sp

1c:   mov     x26, #0x0                       // #0

20:   bti     j

24:   sub     sp, sp, #0x0

28:   mov     x0, #0xffff8000ffffffff         // #-140733193388033

2c:   movk    x0, #0x80a, lsl #16

30:   movk    x0, #0x2000

34:   mov     x1, #0xc                        // #12

38:   mov     x10, #0xffffffffffffe4b0        // #-6992

3c:   movk    x10, #0x9d66, lsl #16

40:   movk    x10, #0xb7ed, lsl #32

44:   blr     x10

48:   add     x7, x0, #0x0

4c:   mov     x7, #0x2                        // #2

50:   mov     sp, sp

54:   ldp     x25, x26, [sp], #16

58:   ldp     x21, x22, [sp], #16

5c:   ldp     x19, x20, [sp], #16

60:   ldp     x29, x30, [sp], #16

64:   add     x0, x7, #0x0

68:   ret

Some packaged distributions of bpftool don’t include support for

dumping the JITed output, and if that’s the case you’ll see “Error:

No libbfd support”. You can build bpftool for yourself by following

the instructions at https://github.com/libbpf/bpftool. 

Map IDs

As you learned in the previous chapter, an eBPF map is a data structure that can be accessed from a BPF program, or from user space. The bpftool output about a program includes a list of the map IDs that the program uses, and in this example there is one map with the identity 199. 

The bpftool utility can show the maps loaded into the kernel (you might see additional entries that are unrelated to Hello World if there are other eBPF programs loaded on your machine when you run this). 
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$ bpftool map list

199: array  name hello.rodata  flags 0x480

key 4B  value 12B  max_entries 1  memlock 4096B

frozen

The fact that this is named “hello.rodata” gives a hint that this could be read-only data related to our “hello” program. You can inspect this map further:

$ bpftool map dump name hello.rodata

key: 00 00 00 00  value: 48 65 6c 6c 6f 20 57 6f  72 6c 64 00

Found 1 element

There is one key/value pair in this map, and the value contains twelve bytes of data ending with a 0. If you’re a C programmer you probably already suspected that this is a string (because the 0 value is how C indicates the end of a string). Indeed, those values are the ASCII representation of the string “Hello World\n” that was included in the C source file. 

You’ve seen the Hello World program has been loaded into the kernel, but at this point it’s not yet associated with an event, so nothing will trigger it to run. It needs to be attached to an event. 

Attaching to an event

You can use bpftool to attach an eBPF program4 to the XDP event on a network interface like this:

$ bpftool net attach xdp id 540 dev eth0

You can use the name (provided it is unique) or tag to identify the program being attached. In this example I have attached the program to the network interface eth0. 

You can view all the network-attached eBPF programs using bpftool:

$ bpftool net list 

xdp:

eth0(2) driver id 540

tc:

flow_dissector:

The program with ID 540 is attached to the XDP event on the eth0 interface. This output also gives some clues about some other potential events in the network stack that you can attach eBPF programs to: tc and flow_dissector. More on this later. 

You can also inspect the network interfaces using ip address, and you’ll see output something like this (some details are removed for clarity):

4 It needs to be an XDP-type eBPF program in order to attach to the XDP event. I’ll discuss program types in Chapter 7. 
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1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN group default qlen 1000

... 

2: eth0: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 xdp/id:540 qdisc fq_codel state UP group default qlen 1000

... 

In this example there are two interfaces: the loopback interface lo, which is used to send traffic to processes on this machine, and the eth0 interface which connects this machine to the outside world. This output also shows that eth0 has an eBPF program, with identity 540, attached to its xdp hook. 

At this point the hello eBPF program should be producing trace output every time a network packet is received. You can check this out by running cat /sys/kernel/

debug/tracing/trace_pipe - this should show a lot of output like this:

<idle>-0       [003] d.s..  5368.367628: bpf_trace_printk: Hello World

<idle>-0       [003] d.s..  5368.370344: bpf_trace_printk: Hello World

<idle>-0       [003] d.s..  5368.372655: bpf_trace_printk: Hello World In comparison to the output you saw in Chapter 2, this time there is no command or

process ID associated with each of these events; instead, you see “<idle>-0” at the

start of each line of trace. In Chapter 2, each syscall event happened because a process executing a command in user space made a call to the syscall API. That process ID

and command are part of the context in which the eBPF program was executed. But in this example here, the XDP event happens due to the arrival of a network packet. 

There is no user space process associated with this packet - at the point the hello() eBPF program is triggered, the system hasn’t done anything with the packet other than receive it into memory, and it has no idea what the packet is or where it’s going. 

Summary

You have now seen the C source code go through a number of transformations, as shown in Figure 3-1, before it’s ready to be executed in the kernel. 

 Figure 3-1. C (or Rust) source code is compiled into eBPF bytecode, which is JIT-compiled into machine instructions

You’ve also learned how to use bpftool to inspect programs and maps loaded into the kernel, and to attach to XDP events. 
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You’ve also seen that different types of events happen in different contexts. You’ve seen two examples of this: an XDP event has a network packet as its context, whereas a kprobe event triggered by user space code has an associated process ID and command. 

The next chapter goes into another level of detail as I show you what’s happening at the system call level when bpftool - or any other user space code - loads programs and attaches them to events. 

Exercises

Here are a few ideas for things to try if you want to explore BPF programs further. 

1. Try loading the program into the kernel without pinning it to a file location by running bpftool prog load hello.bpf.o. Confirm that you can still see the

program using bpftool prog list even if it’s not visible using ls. 

2. Try changing the section name to something that isn’t “xdp” - perhaps use your name. When you come to load the program into the kernel you should see an

error because libbpf doesn’t recognize the section name. This illustrates how libbpf uses the section name to work out what kind of BPF program this is. 

3.  Be careful with this one - it may be best simply to think about why this happens rather than trying it!  If you return a 0 value from an XDP program, this corresponds to XDP_ABORTED which tells the kernel to abort any further processing of this packet. This might seem a bit counterintuitive given that the 0 value usually indicates success in C, but that’s how it is. So if you try modifying the program to return 0, and attach it to a virtual machine’s eth0 interface, all network packets will get dropped. This will be somewhat unfortunate if you’re using SSH

to attach to that machine, and you’ll likely have to reboot the machine to regain access! 

4. Run the hello-map.py example from Chapter 2. While it’s running, use a second terminal window to inspect the loaded program and map using bpftool. You

should see something like this:

$ bpftool prog show name hello 

197: kprobe  name hello  tag ba73a317e9480a37  gpl

loaded_at 2022-08-22T08:46:22+0000  uid 0

xlated 296B  jited 328B  memlock 4096B  map_ids 65

btf_id 179

pids hello-map.py(2785)

$ bpftool map show name hey

65: perf_event_array  name hey  flags 0x0

key 4B  value 4B  max_entries 4  memlock 4096B

pids hello-map.py(2785)
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CHAPTER 4

The bpf() System Call

A Note for Early Release Readers

With Early Release ebooks, you get books in their earliest form—the author’s raw and unedited content as they write—so you can take advantage of these technologies long before the official release of these titles. 

This will be the 4th chapter of the final book. 

If you have comments about how we might improve the content and/or examples in this book, or if you notice missing material within this chapter, please reach out to the editor at  rfernando@oreilly.com. 

As you saw in Chapter 1, when user space applications want the kernel to do something on their behalf, they make requests using the system call API. It makes sense that if a user space application wants to load an eBPF program into the kernel, there must be some system calls involved. In fact, there’s a system call named bpf(), and in this chapter I’ll show you how it’s used to load and interact with eBPF programs and maps. 

If you go on to write eBPF programs yourself, there’s a good chance you won’t directly call these bpf() system calls yourself. There are libraries that I’ll discuss later in the book that offers higher-level abstractions to make things a bit easier. That said, those abstractions generally map pretty directly to the underlying syscall commands you’ll see in this chapter. Whatever library you’re using, you’ll need a grasp of the underlying operations - loading a program, creating and accessing maps, and so on -

that you’ll see in this chapter. 
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Before I show you examples of bpf() system calls, let’s consider what the man page for

bpf() says, which is that bpf() is used to “perform a command on an extended BPF

map or program”. It also tells us that bpf()’s signature is as follows:

int bpf(int  cmd, union bpf_attr * attr, unsigned int  size); The first argument to bpf(), cmd, specifies which command to perform. The bpf() syscall doesn’t just do one thing - there are lots of different possible commands that can be used to manipulate eBPF programs and maps. 

The attr argument to the bpf() syscall holds whatever data is needed to specify the parameters for the command, and size indicates how many bytes of data there are in attr. 

You already met strace in Chapter 1, when I used it to show how user space code makes many requests across the syscall API. In this chapter I’ll use it to demonstrate how the bpf() syscall is used. The output from strace includes the arguments to each syscall, but to keep the example output in this chapter from being too cluttered, I’ll omit lots of the details from the attr arguments unless they are particularly interesting. 

For this example I’m going to use a BCC program called hello-map-config.py. 1 This is an extended version of the hello-map.py program that you encountered in Chapter 2. 

This version of the eBPF program obtains the user ID that triggered the kprobe event, and looks up to see if there is a special message to output for that user instead of

“Hello World”. I’ve written this example so I can show you the bpf() system calls that are used for a couple of different types of eBPF map. 

If you recall, hello-map.py used a perf buffer map to send data about execve() syscall events from the kernel to user space. This new version has an additional map called

“config” that holds any user-specific messages - these are configured by the user space part and read by the eBPF program in the kernel. This is a different type of map - a hash map - defined in the source code by the following BCC macro:

BPF_HASH(config, u64, struct msg_t); 

The name of the map is “config”, the keys are unsigned 64-bit integers (which will hold a user ID), and the values are a structure of type msg_t. I defined the msg_t type to contain 12 chars, and it’s used to hold alternative messages to “Hello World”. 

I’ll run hello-map-config.py using strace so that you can see the relevant syscalls. 

Specifying -e bpf in the following command tells strace that I am only interested in seeing the bpf() syscall. 

$ strace -e bpf ./hello-map-config.py

1 You’ll find the source code at  github.com/lizrice/learning-ebpf in the chapter4 directory. 
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The output you’ll see if you try this yourself shows several calls to this syscall. Let’s examine them one by one. Neither you, the reader, nor I have infinite patience so I won’t discuss every single argument to every single call! I’ll focus on the parts that I think really help to tell the story of what’s happening when a user space program interacts with an eBPF program. 

Loading BTF data

The first call to bpf() that I see when running hello-map-config.py looks like this: bpf(BPF_BTF_LOAD, {btf="\237\353\1\0...}, 128) = 3

In this case the command you can see in the output is BPF_BTF_LOAD. This is just one of a set of valid commands that are (at least at the time of writing) most compre-hensively documented within the kernel source code. 2

It’s possible that you won’t see a call with this command if you’re using a relatively old Linux kernel, as it relates to BTF, or BPF Type Format. 3 BTF allows eBPF programs to be portable across different kernel versions, so that you can compile a program on one machine and use it on another which might be using a different kernel version and hence have different kernel data structures. I’ll discuss this in more detail in the next chapter. 

This call to bpf() is loading a blob of BTF data into the kernel, and the return code from the bpf() system call (3 in my example) is a file descriptor that refers to that data. 

A file descriptor is an identifier for an open file (or file-like object). 

If you open a file (with open() or openat() system calls) the return

code is a file descriptor, which is then passed as an argument to

other syscalls such as read() or write() to perform operations on

that file. Here, the blob of data isn’t exactly a file, but it is given a

file descriptor as an identifier that can be used for future operations

that refer to it. 

Creating Maps

The next bpf() system call in the output creates the “config” map. 

bpf(BPF_MAP_CREATE, {map_type=BPF_MAP_TYPE_HASH, key_size=8, value_size=12, max_entries=10240... map_name="config", ...btf_fd=3,...}, 128) = 4

2 If you want to see the full set of BPF commands, they’re documented in the linux/bpf.h header file

3 BTF was introduced upstream in the 5.1 kernel, but it has been back-ported on some Linux distributions as

you can see from this discussion. 
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You can probably guess from the command name BPF_MAP_CREATE that this call creates the eBPF Map. This map is defined to be a hash table map, with keys that are 8

bytes long (which corresponds to the 64 bit integer I specified) and values that are 12

bytes long (which matches the length of the msg_t structure). I didn’t specify the size of the table, so it has been given the default size of 10240 entries. 

You can also see the field btf_fd=3, which tells the kernel to use the BTF file descriptor 3 that was obtained earlier. 

This system call also returns a file descriptor, 4, which will be used to refer to this

“config” map in future syscalls. 

There’s another similar bpf() system call that creates the perf ring buffer map: bpf(BPF_MAP_CREATE, {map_type=BPF_MAP_TYPE_PERF_EVENT_ARRAY, , key_size=4, 

value_size=4, max_entries=4, ... map_name="hey", ...}, 128) = 5

Referring back to Chapter 2, you might recall that this map is called “hey”. The keys and values in this perf event map are 4 bytes long. There’s also a limit of 4 key/value pairs that can be held in this map, defined by the field max_entries - I’ll explain why there are 4 entries in this map later on in this chapter. The return value of 5 is the file descriptor to be used to access the “hey” map. 

Modifying a Map from user space

In the Python source code for hello-map-config.py, the user space code configures a special message that will be displayed if the user ID for an event is 0, representing the root user:

b["config"][ct.c_int(0)] = ct.create_string_buffer(b"Hey root!") This Python code uses ctypes to ensure that the key and value types match what’s defined in the data structures that the kernel is using. This line of code creates an entry in the config map, with a key of 0, and the value of a string “Hey root!”. 

You can see this entry being defined in the map through the following syscall: bpf(BPF_MAP_UPDATE_ELEM, {map_fd=4, key=0xffff8b912610, value=0xffff8baeb590, flags=BPF_ANY}, 128) = 0

The BPF_MAP_UPDATE_ELEM command updates the key-value pair in a map. The

BPF_ANY flag indicates that if the key doesn’t already exist in this map it should be created. 

The map_fd field identifies which map is being operated on. You can see that in this case it’s 4, which is the file descriptor value returned earlier when the map called

“config” was created. 
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Both the key and the value are pointers, so you can’t tell the numeric value of either key or value from this strace output. You could, however, use bpftool to view the map’s contents, and see something like this:

bpftool map dump name config

[{

"key": 0, 

"value": {

"message": "Hey root!" 

}

}

]

Loading a Program

Next you can see the eBPF program being loaded into the kernel. 

bpf(BPF_PROG_LOAD, {prog_type=BPF_PROG_TYPE_KPROBE, insn_cnt=48, 

insns=0xffff8c434be0, license="GPL", ... prog_name="hello", ... 

expected_attach_type=BPF_CGROUP_INET_INGRESS, prog_btf_fd=3,...}, 128) = 5

Quite a few of the fields here are interesting:

• The prog_type field describes the program type, which limits what helper functions are valid for this program - for example, an XDP program can’t use the helper function bpf_get_current_pid_tgid() to get the current process ID, 

because there is no process associated with the arrival of a network packet at the XDP event. Also, the program type indicates what type of data will be passed to the eBPF program when it runs. 4 Here, the program type indicates that it’s intended to be attached to a kprobe. You’ll learn more about program types in Chapter 7. 

• The insn_cnt field means “instruction count”. If you run bpftool prog dump xlated on this BPF program you’ll see that 48 instructions are output. 

• The bytecode instructions that make up this eBPF program are held in memory at the address specified in the insns field. 

• This program was specified as GPL licensed so that it can use GPL-licensed BPF

helper functions. 

• The program name is “hello”. 

• The expected_attach_type of BPF_CGROUP_INET_INGRESS might seem

surprising, because that sounds like something to do with ingress network traffic, but you know that this eBPF program is going to be attached to a kprobe. In fact 4 There is a post by Alan Maguire on Oracle’s blog describing the context data passed to different BPF program types:  https://blogs.oracle.com/linux/post/bpf-a-tour-of-program-types
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the expected_attach_type field is only used for some program types, and BPF_PROG_TYPE_KPROBE isn’t one of them. BPF_CGROUP_INET_INGRESS just

happens to be the first in the list of BPF attachment types5, so it has the value 0. 

• The prog_btf_fd field tells the kernel which blob of previously-loaded BTF data to use with this program. The value 3 here corresponds to the file descriptor you saw returned from the BPF_BTF_LOAD syscall. 

If the program had failed verification (which I’ll discuss in Chapter 6) this syscall would have returned a negative value, but here you can see it returned the file descriptor 6. To recap, at this point the file descriptors have the meanings shown in

Table 4-1. 

 Table 4-1. File descriptors when running hello_map_config.py

File descriptor Represents

3

BTF data

4

“config” map

5

“hey” map

6

“hello” program

Initializing the perf event output

Next, the output from strace shows some calls that look like this:

bpf(BPF_MAP_UPDATE_ELEM, {map_fd=5, key=0xffff8b912610, value=0xffff8baeb590, flags=BPF_ANY}, 128) = 0

As you saw earlier in this chapter, the BPF_MAP_UPDATE_ELEM command

updates the key-value pair in a map. In this case the map is 5, which represents the

“hey” perf event map. 

As before, the key and the value are pointers, so you can’t tell the numeric value of either key or value from this strace output. I see this syscall repeated four times with identical values for all the parameters, though there’s no way of knowing from the strace output whether the values that the pointers hold have changed between each call. I think it’s highly likely that the fact it’s happening four times corresponds to the fact that the “hey” map was created with a maximum of four entries, and I’d hazard a guess that these four calls are setting each to a default value of zero. 

After these four instances of BPF_MAP_UPDATE_ELEM, no more bpf() syscalls

appear in the strace output. That might seem a little odd, because the map is there so that the eBPF program can write data every time it is triggered, and you’ve seen data 5 These are defined in the bpf_attach_type enumerator in linux/bpf.h
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being displayed by the user space code. That data is clearly not being retrieved from the map with bpf() syscalls. 

You’ve also yet to see any evidence of how the eBPF program is getting attached to the kprobe event that triggers it. I need to re-run the example, with strace showing a few more syscalls in order to get the explanation for these concerns. 

Additional syscalls involved in eBPF

To get a clearer picture, let’s re-run this example, this time including a few more syscalls as well as bpf(), like this:

$ strace -e bpf,perf_event_open,ioctl,ppoll ./hello-map-config.py 

I’ll show you how these syscalls are used with the file descriptors returned by bpf() calls. (I’m ignoring some other calls to ioctl() that aren’t specifically related to the eBPF functionality of this example.)

Attaching to events

You’ve seen that a file descriptor was assigned to represent the BPF program “hello” 

once it was loaded into the kernel. In order to attach the BPF program to an event, you also need a file descriptor representing that particular event. The following line from the strace output shows the creation of the file descriptor for the execve() kprobe. 

perf_event_open({type=0x6 /* PERF_TYPE_??? */, ...},...) = 7

According to the man page for the perf_event_open() syscall, it “creates a file descriptor that allows measuring performance information”. You can see from the output that strace doesn’t know how to interpret the type parameter with the value 6, but if you examine that man page further, it describes how Linux supports dynamic types of Performance Measurement Unit:

“there is a subdirectory per PMU instance under /sys/bus/event_source/devices. In each subdirectory there is a type file whose content is an integer that can be used in the type field.” 

Sure enough, if you look under that directory you’ll find a kprobe/type file: $ cat /sys/bus/event_source/devices/kprobe/type

6

From this, you can see that the call to perf_event_open() has a type set to the value 6

to indicate that it’s a kprobe type of perf event. 

Unfortunately strace doesn’t output the details that would conclusively show that the kprobe is attached to the execve() syscall, but hopefully there is enough evidence here to convince you that that’s what the file descriptor returned here represents. 
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At this stage, file descriptor 7 represents the kprobe, and file descriptor 6 represents the “hello” eBPF program. The man page for perf_event_open() also explains how to use ioctl() to create the attachment between the two:

PERF_EVENT_IOC_SET_BPF [...] allows attaching a Berkeley Packet Filter (BPF) program to an existing kprobe tracepoint event. The argument is a BPF program file descriptor that was created by a previous bpf(2) system call. 

This explains the following ioctl() syscall that you’ll see in the strace output: ioctl(7, PERF_EVENT_IOC_SET_BPF, 6)     = 0

There is also another ioctl() call that turns the kprobe event on:

ioctl(7, PERF_EVENT_IOC_ENABLE, 0)      = 0

With this in place, the eBPF program should be triggered whenever execve() is run on this machine. 

Setting up and reading perf events

The strace output shows four sequences like this:

perf_event_open({type=PERF_TYPE_SOFTWARE, size=0 /* PERF_ATTR_SIZE_??? */, config=PERF_COUNT_SW_BPF_OUTPUT, ...}, -1, X, -1, PERF_FLAG_FD_CLOEXEC) = Y

ioctl(Y, PERF_EVENT_IOC_ENABLE, 0)      = 0

bpf(BPF_MAP_UPDATE_ELEM, {map_fd=5, key=0xffff89872610, value=0xffff89a4b590, flags=BPF_ANY}, 128) = 0

I’ve used X to indicate where the output shows values 0, 1, 2 and 3 in the four instances of this call. Referring to the man page for the perf_event_open() syscall, you’ll see that this is the cpu, and the field before it is pid or process ID. From the man page: pid == -1 and cpu >= 0

This measures all processes/threads on the specified CPU. 

The fact that this sequence happens four times corresponds to there being four CPU

cores in my laptop. This, at last, is the explanation for why there are four entries in the “hey” perf buffer map - there is one for each CPU core. 

The perf_event_open() calls each return a file descriptor which I’ve represented as Y -

these have the values 8, 9, 10 and 11. The ioctl() syscalls enable the perf output for each of these file descriptors. 

User space code can then use ppoll() on all four of these output stream file descriptors, so that it can get the data output, whichever core happens to run the eBPF program hello for any given execve() kprobe event. Here’s the syscall to ppoll(): ppoll([{fd=8, events=POLLIN}, {fd=9, events=POLLIN}, {fd=10, events=POLLIN}, 

{fd=11, events=POLLIN}], 4, NULL, NULL, 0) = 1 ([{fd=8, revents=POLLIN}])
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As you’ll see if you try it for yourself, these ppoll() calls block until there is something to read from one of the file descriptors. You won’t see the return code written to the screen until something triggers execve(), which causes the eBPF program to write data that user space retrieves using this ppoll() call. 

Summary

In this chapter you’ve seen how user space code uses the bpf() syscall to load eBPF

programs and maps, with BPF_PROG_LOAD and BPF_MAP_CREATE commands, 

as illustrated in Figure 4-1. 

You’ve seen an example of BPF_MAP_UPDATE_ELEM being used to create entries

in a map from user space. There are similar commands BPF_MAP_LOOKUP_ELEM

and BPF_MAP_DELETE_ELEM for retrieving and deleting values from a map. 

There is also a command BPF_MAP_GET_NEXT_KEY for finding the next key

that’s present in a map. You can use this to iterate through all the valid entries. (This is also shown in Figure 4-1.)

 Figure 4-1. A userspace program interacts with eBPF programs and maps in the kernel using syscalls

There are some other bpf() commands that I haven’t covered in this chapter, but what you have seen here is enough to get a good overview. 

It’s worth noting that the eBPF code running in the kernel does not use syscalls to access maps. The syscall interface is only used by userspace applications. Instead, eBPF programs use helper functions, which I’ll discuss in Chapter 7. 
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You’ve also seen examples of eBPF making use of perf_event_open() and ioctl() for attaching eBPF programs to events, and creating perf event output that userspace programs can read with ppoll(). 

You also saw some BTF data being loaded into the kernel but I didn’t explain yet what that data is or how it’s used. That’s coming up in the next chapter. 

Exercises

Here are a few ideas you can try if you’d like to explore the bpf() syscall further: 1. Confirm that the insn_cnt field from a BPF_PROG_LOAD system call corresponds to the number of instructions that are output if you dump the translated eBPF bytecode for that program using bpftool. (This is as documented on the

man page for the bpf() system call.) 2. Extend hello-map-config.py to configure additional messages for different users on your (virtual) machine. You’ll need to create an entry in the “config” map for each user. 
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CHAPTER 5

CO-RE, BTF and libbpf

A Note for Early Release Readers

With Early Release ebooks, you get books in their earliest form—the author’s raw and unedited content as they write—so you can take advantage of these technologies long before the official release of these titles. 

This will be the 5th chapter of the final book. 

If you have comments about how we might improve the content and/or examples in this book, or if you notice missing material within this chapter, please reach out to the editor at  rfernando@oreilly.com. 

In the previous chapter you encountered BTF (BPF Type Format) for the first time. 

This chapter discusses why it exists, and how it’s used to make eBPF programs portable across different versions of the kernel. It’s a key part of BPF’s Compile Once -

Run Everywhere (CO-RE) approach, which solves the problem of making eBPF programs portable across different kernel versions. 

eBPF programs can access kernel data structures, and an eBPF programmer might include relevant Linux header files so that her eBPF code can correctly locate fields within those data structures. However, the Linux kernel is under continuous development, which means that internal data structures can change between different kernel versions. If you were to take an eBPF object file compiled on one machine, and load it onto a machine with a different kernel version, there would be no guarantee that the data structures were the same. 

The CO-RE approach is a huge step forward in addressing this portability issue in an efficient way. It allows eBPF programs to include information about the data structure layouts they were compiled with, and provides a mechanism for adjusting how 55

fields are accessed if the data structure layout is different on the target machine where they run. Provided the program doesn’t want to access a field or data structure that simply doesn’t exist in the target machine’s kernel, the program is portable across different kernel versions. 

But before we dive into the details of how CO-RE works, let’s discuss why it was so desirable, by looking at the previous approach to kernel portability, as implemented in the BCC project prior to libbpf. 

BCC Approach to Portability

In Chapter 2 I used BCC to show a basic Hello World example of an eBPF program. 

The BCC project was the first popular project for implementing eBPF programs, providing a framework for both the user space and kernel aspects that’s relatively accessible to programmers without much kernel experience. To address portability across kernels, BCC took the approach of compiling eBPF code at runtime, in situ on the destination machine. There are a number of issues with this approach:

• The compilation toolchain needs to be installed onto every destination machine where you want the code to run, as well as the kernel header files (which aren’t always present by default). 

• You have to wait for the compilation to complete before the tool starts, which could well be a delay in the order of several seconds. 

• If you’re running the tool on a large fleet of identical machines, repeating the compilation on each machine is a waste of compute resources. 

• Some BCC-based projects package their eBPF source code and the toolchain into a container image, which makes distribution to each machine easier. But it

doesn’t solve the problem of ensuring that the kernel headers are present, and it can even mean more duplication if multiple of these BCC containers are installed on each machine. 

Because of these issues, if you’re planning to embark on developing a significant new eBPF project, I would not recommend using BCC for it. In this book I’ve given some examples based on BCC because it’s a good approach for learning about the basic concepts of eBPF, particularly because the Python user space code is so compact and easy to read. But it’s not the best approach for serious modern eBPF development. 

The CO-RE approach offers a much better solution to the problem of cross-kernel portability for eBPF programs. 
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The BCC project at github.com/iovisor/bcc includes a wide range of command-line tools for observing all sorts of information about

how a Linux machine is behaving. The original versions located in

the tools directory are mostly implemented in Python. You’ll find updated versions of these tools written in C that take advantage of

libbpf and CO-RE in BCC’s libbpf-tools directory. 

CO-RE overview1

The CO-RE—compile once, run everywhere— approach consists of a few elements:

• BTF (BPF Type Format)

BTF is a format for expressing the layout of data structures and function signatures. Linux kernels from 5.4 on support BTF, and as you’ll see in this chapter you can use bpftool to generate a header file called vmlinux.h from a running system, containing all the data structure information about a kernel that a BPF

program might need. 

• libbpf,  the BPF library

On the one hand, libbpf provides functions for user space to load eBPF programs and maps into the kernel. But it also plays an important role in portability: it leans on BTF information to make adjustments to the eBPF code to compensate for any differences between the data structures present when it was compiled, and what’s on the destination machine. 

• Compiler support

The clang compiler was enhanced so that when it compiles eBPF programs, it

includes what are known as “BTF relocations”, which are what libbpf uses to know what to adjust as it loads BPF programs and maps into the kernel. 

• Optionally, a BPF skeleton

A skeleton can be auto-generated from a compiled BPF object file using bpftool gen skeleton, containing handy functions that userspace code can call to manage the lifecycle of BPF programs - loading them into the kernel, attaching them to events and so on. These functions are higher-level abstractions that can be more convenient for the developer than using libbpf directly. 

One thing that can be slightly confusing about libbpf is that it’s not just a user space library. You’ll find yourself including header files from libbpf in both user space and eBPF C code. 

1 Part of this section is adapted from my earlier report “What Is eBPF?” by Liz Rice. Copyright © 2022 O’Reilly Media. Used with permission. 
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Andrii Nakryiko wrote an excellent blog post that describes the background to CO-RE, as well as laying out how it works and how

to use it. He also wrote the canonical BPF CO-RE Reference Guide, 

so please do read that if you’re embarking on writing code yourself. 

Now that you have an overview of the elements of CO-RE, let’s dig in to see how they all work. 

BPF Type Format

As with programs and maps, you can use the bpftool utility to show BTF information. Seeing some examples are a helpful way of getting to grips with how it works. 

The following command lists all the BTF data loaded into the kernel:

bpftool btf list

1: name [vmlinux]  size 5843164B

2: name [aes_ce_cipher]  size 407B

3: name [cryptd]  size 3372B

... 

149: name <anon>  size 4372B  prog_ids 319  map_ids 103

pids hello-map-confi(7660)

155: name <anon>  size 37100B

pids bpftool(7784)

(I’ve omitted many entries from the results for brevity.)

The first entry in the list is  vmlinux, and it corresponds to the vmlinux file I mentioned above, that holds the BTF information about the currently running kernel. 

You can see from the entry with ID 149 that I ran this command while the hello-map-config example from Chapter 4 was running. This entry describes the BTF

information with ID 149: it’s an anonymous blob of around 4KB of BTF information, and it’s used by the program with ID 319 and the map with ID 103, and by the process with ID 7660 running the hello-map-config executable (whose name has been truncated to 15 characters). These program, map and BTF IDs match with the following output that bpftool shows about hello-map-config’s program called “hello”: bpftool prog show name hello

319: kprobe  name hello  tag a94092da317ac9ba  gpl

loaded_at 2022-08-28T14:13:35+0000  uid 0

xlated 400B  jited 428B  memlock 4096B  map_ids 103,104

btf_id 149

pids hello-map-confi(7660)

The only thing that doesn’t appear to match completely between these two sets of information is that the program refers to an extra map ID, 104. That’s the perf event 58  |  Chapter 5: CO-RE, BTF and libbpf

buffer map, and it doesn’t use BTF information, hence it doesn’t appear in the BTF-related output above. 

Much like bpftool can dump the contents of programs and maps, it can also be used to view the BTF type information contained in a blob of data. 

View BTF types

Knowing the ID of the BTF information, you can inspect its contents with the command bpftool btf dump id <id>. When I ran this using the ID 149 that I obtained above, I got 69 lines of output, each of which is a type definition. I’ll just describe the first few lines, which should give you a good idea how to interpret the rest. 

The first three lines are as follows:

[1] TYPEDEF 'u64' type_id=2

[2] TYPEDEF '__u64' type_id=3

[3] INT 'long long unsigned int' size=8 bits_offset=0 nr_bits=64 encoding=(none)

• Type with the ID 1 has the name “u64” and it’s defined by type_id 2 - that is, the type defined in line 2 of this output. 

• Type 2 has the name “__u64” and has the type defined in line 3. 

• Type 3 is an integer type with the name “long long unsigned int” which is 8 bytes long. 

All these first three types are synonyms for a 64-bit unsigned integer type. 

The next few types are related to the msg_t structure that I defined in

hello_map_config like this:

struct msg_t {

char message[12]; 

}; 

Here are the type definitions that correspond to this structure:

[4] STRUCT 'msg_t' size=12 vlen=1

'message' type_id=6 bits_offset=0

[5] INT 'char' size=1 bits_offset=0 nr_bits=8 encoding=(none)

[6] ARRAY '(anon)' type_id=5 index_type_id=7 nr_elems=12

[7] INT '__ARRAY_SIZE_TYPE__' size=4 bits_offset=0 nr_bits=32 encoding=(none)

• Type 4 is the “msg_t” structure itself, and in total it is 12 bytes long. It contains one field named “message” which has the type defined by type 6. The “vlen” field indicates how many fields there are in this definition. 

• Type 5 is named “char” and is a one-byte integer - exactly the definition a C programmer would expect for a type called “char”. 

BPF Type Format  |  59

• Type 6 defines the type for that “message” field as an array with 12 elements. Each element has type 5 (it’s a “char”) and the array is indexed by the type 7. 

• Type 7 is a four-byte integer. 

With these definitions, you can build a complete picture of how the msg_t structure is laid out in memory. 

So far, all the entries have bits_offset set to 0, but the next line of output has a structure with more than one field. 

[8] STRUCT '____btf_map_config' size=24 vlen=2

'key' type_id=1 bits_offset=0

'value' type_id=4 bits_offset=64

This is the structure definition for the key/value pairs stored in the map called “config”. As you may recall from Chapter 4, the key is a 64-bit unsigned integer and the value is the msg_t structure. These correspond to the types 1 and 4 that you saw earlier. The other important part of the BTF information about this structure is that the

“value” field starts 64-bits after the start of the structure. That completely makes sense because the first 64 bits are needed to hold the “key” field. 

In C, structure fields get automatically aligned to boundaries, so you can’t simply assume that one field always follows directly after the previous one in memory. For example, consider a structure like this:

struct something {

char letter; 

u64 number; 

}

There would be seven bytes of unused memory after the field called “letter” before the

“number” field, so that the 64-bit number can be aligned to a memory location divisi-ble by 8. 

It’s possible in some circumstances to turn on compiler packing to avoid this unused space, but it generally results in lower performance and - at least in my experience -

it’s unusual to do so. More often, C programmers will design structures by hand to make efficient use of space. 

The BTF data also contains information about functions and function prototypes. 

Here’s the information from the same BTF data blob that describes the “hello” function:

[28] FUNC_PROTO '(anon)' ret_type_id=20 vlen=1

'ctx' type_id=10

[29] FUNC 'hello' type_id=28 linkage=static
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In line 29 you can see the function named “hello” is defined as having the type defined in the previous line. That’s a function prototype, which returns a value of type ID 20, and takes a single parameter (vlen=1) called “ctx” with type ID 10. For completeness, here are the definitions of those types from earlier in the output:

[10] PTR '(anon)' type_id=0



[20] INT 'int' size=4 bits_offset=0 nr_bits=32 encoding=SIGNED

Type 10 is an anonymous pointer (which has the default type of 0). The return value with type 20 is a 4-byte integer, and “encoding=SIGNED” indicates that it’s a signed integer, i.e. it can have either a positive or negative value. This corresponds to the function definition in the source code (in file chapter4/hello-map-config.py) which looks like this:

int hello(void *ctx)

If you want to inspect the BTF types associated with a particular map, bpftool makes that easy. For example, here’s the output for the “config” map:

bpftool btf dump map name config

[1] TYPEDEF 'u64' type_id=2

[4] STRUCT 'msg_t' size=12 vlen=1

'message' type_id=6 bits_offset=0

Similarly, you can inspect the BTF information related to a particular program with bpftool btf dump prog <prog identity>. I’ll leave you to check out the man page

for additional details. 

If you’d like to understand more about how the BTF type data is

generated and de-duplicated, there is another excellent blog post

from Andrii Nakryiko on the subject. 

I’ve shown you what BTF information is and how to view it, and next I’ll show you how your eBPF programs include it. 

Generate a vmlinux.h file

Your eBPF code on the kernel side needs to include a header file that defines the BTF

information for the kernel it is built on. This file is conventionally called vmlinux.h and you can generate it with bpftool like this:

bpftool btf dump file /sys/kernel/btf/vmlinux format c > vmlinux.h
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BTF information in the form of the /sys/kernel/btf/vmlinux file has been included in the Linux kernel since version 5.4, 2 but raw BTF data that libbpf can make use of can also be generated for older kernels. There’s information on how to generate BTF files, and an archive of files for a variety of Linux distributions, on the BTF Hub. 

The BTF Hub repo also includes further reading about BTF inter‐

nals should you want to dive deeper into this topic. 

You should now have an understanding of how BTF describes the format of the data structures and functions as they were laid out on the machine where the code is compiled. Next, let’s look at how eBPF programs are written to be portable across kernels using CO-RE. 

CO-RE eBPF programs

As you’ve already seen, eBPF programs are compiled to eBPF bytecode, and (at least at the time of writing) the two compilers that support this are  clang  for compiling C

code, and the Rust compiler. I’ll discuss some of your options for using Rust in Chapter 12, but for the purposes of this chapter I’ll assume you’re writing in C. 

You’ll find an example C eBPF program to accompany this section

in chapter5/hello.bpf.c of the github.com/lizrice/learning-ebpf

repo. 

Like any C program, your eBPF program will need to include some header files. 

Header files

To write an eBPF program using CO-RE you’ll need to include the vmlinux.h file described earlier in this chapter. Since it defines all the kernel’s data types, including this file in your eBPF program source gives you the definitions of any Linux data structures you might need. Before the days of libbpf you’d typically have to figure out which of the many individual header files held the definition for the structures you were interested in. 

2 Which is the oldest linux kernel version that can support BTF? https://lists.iovisor.org/g/iovisor-dev/message/

1966
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To use any BPF helper functions in your code, you’ll need to include the header files from libbpf that give you their definitions. It’s also very common to have an application-specific header file that defines any structures that are used by both the user space and eBPF parts of your app. In my example, the hello.h header file defines a message_data structure that I’m using to pass event data from the eBPF

program to user space. 

So the first few lines of your eBPF program are very likely to be something like this:

#include "vmlinux.h" 

#include <bpf/bpf_helpers.h> 

#include <bpf/bpf_tracing.h> 

#include <bpf/bpf_core_read.h> 

#include "hello.h" 

The three bpf header files listed here are all distributed as part of libbpf. At the time of this writing, it is common to see eBPF projects including libbpf as a submodule, and building / installing from source, but I don’t think it will be long before it’s more common to see libbpf widely available as a package on most/all common Linux distri‐

butions, particularly since libbpf has now passed the milestone of a version 1.0

release. If you include it as a submodule, you’ll simply need to run make install from the libbpf/src directory. 

Global variables

One interesting thing is that with libbpf, you can define global variables in eBPF programs. No longer do you have to pass every piece of configuration from user space via a map. In the example code I’ve defined an integer global variable called c, and I’ve also made the variable called message into a global, like this:

int c = 1; 

char message[12] = "Hello World"; 

The eBPF program in my example increments c, so that I can include a count of the number of times that the program has been called as part of the data that’s sent to user space, like this:

data.counter = c; 

c++; 

On inspection, you can see that global variables are implemented using some of the same machinery as regular maps. The hello.bpf.o object for this example includes a section called  .data, and when the program is loaded into the kernel this creates a map called  hello.data. its contents can be dumped like this:

bpftool map dump name hello.data

[{

"value": {

".data": [{

CO-RE eBPF programs  |  63

[image: Image 29]

"c": 1

},{

"message": "Hello World" 

}

]

}

}

]

eBPF program sections

Using CO-RE and libbpf requires that each eBPF program is marked with a SEC() macro that defines the program type, like this:

SEC("kprobe")

Depending on the program type, you can also specify what event the program will be attached to. Libbpf will use this information to set up the attachment automatically, rather than leaving you to do it explicitly in your user space code. So for example, to auto-attach to the kprobe for the execve syscall on my ARM-based machine, I can specify the section like this:

SEC("kprobe/__arm64_sys_execve")

The valid section names are specified by bpf_sec_def section_defs

in libbpf.c. In the past, the requirements for section names were much looser, so you may come across eBPF programs written

before libbpf 1.0 with section names that don’t match the valid set. 

Don’t let them confuse you! 

Memory access with CO-RE

eBPF programs have very restricted access to memory, via a BPF helper function from the bpf_probe_read_*() family. 3 (There is also a bpf_prove_write_user() helper

function but it’s only “meant for experiments”). The problem is that, as you’ll see in the next chapter, the eBPF verifier won’t let you simply read memory through a pointer as you usually can in C (for example, x = p->y) because it first needs to check that the memory access is legitimate. 

Libbpf provides CO-RE wrappers around the bpf_probe_read_*() helpers to take advantage of the BTF information and make memory access calls portable across different kernel versions. Here’s an example of one of those wrappers, as defined in the

bpf_core_read.h header file: 3 eBPF programs handling network packets don’t get to use this helper function, and can only access the network packet memory. 
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#define bpf_core_read(dst, sz, src) 









\



bpf_probe_read_kernel(dst, sz, (const void *)__builtin_pre-

serve_access_index(src))

As you can see, bpf_core_read() calls directly to bpf_probe_read_kernel(), the only difference being that it wraps the src field with __buildin_pre

serve_access_index(). This is the instruction that tells clang to emit a relocation instruction along with the eBPF instruction that accesses this address in memory. As you’ll see later in this chapter, the relocation instruction tells libbpf to re-write the address, as it’s loading the eBPF program into the kernel, to take account of any BTF

differences. If the offset of src within its containing structure is different on the target kernel, the re-written instruction will take that into account. 

Migrating from BCC to BPF CO-RE

Earlier in this book I showed you some examples that use the BCC framework, but as mentioned in previous sections, it has some serious disadvantages when it comes to writing portable eBPF programs. The example I’ve provided for this chapter is roughly the equivalent of the hello-config-map.py example from Chapter 4, re-written in C to use libbpf and CO-RE. 

If you have BCC-based eBPF code that you want to migrate to libbpf, check out the excellent guide by Andrii Nakryiko on his website. Here are a few differences between the two approaches that I think are worth pointing out. 

You’ll recall that BCC programs have the eBPF program, written in pseudo-C, defined as a string within some Python code. BCC provides some convenient macros for defining and accessing maps. For example, the map called “config” was created with the following macro:

BPF_HASH(config, u64, struct msg_t); 

This macro isn’t available when you’re not using BCC, so in C you have to write it out

“long-hand” like this:

struct {

__uint(type, BPF_MAP_TYPE_HASH); 

__uint(max_entries, 10240); 

__type(key, u32); 

__type(value, struct msg_t); 

} my_config SEC(".maps"); 4

Later, the eBPF program looked up an entry in the map like this:

p = config.lookup(&uid); 

4 I’ve renamed it from “config” to “my_config” due to a clash with a definition in vmlinux.h CO-RE eBPF programs  |  65

If you’re thinking “that’s not proper C code!” then you’re absolutely right - C doesn’t support defining methods on structures like that. 5 This is a great example where BCC’s version is very loosely a C-like language that BCC will re-write before it sends the code to the compiler. If you’re not using BCC, you’ll need to write that code yourself. Fortunately, it’s pretty straightforward, and Andrii’s guide will point you in the right direction. 

As you’ll see in Chapter 6, you can’t just call any kernel function from within an eBPF

program, because the verifier limits you to a small set of BPF helper functions. The helper function for looking up an entry in a BPF map is called

 bpf_map_lookup_elem(). The libbpf C version of the BCC config map lookup is this: p = bpf_map_lookup_elem(&my_config, &uid); 

Another example where BCC re-writes code is the thorny problem of accessing structure fields by pointer (for example, a->b->c). Although this looks like valid C, it’s unlikely that the eBPF verifier will allow this,6 because there’s no check to ensure that the memory access is safe. BCC automatically converts this into a series of calls to a BPF helper function bpf_probe_read(). Libbpf provides a BPF_CORE_READ() macro so that you can write this in a single line rather than needing a separate helper function call for every pointer dereference. (There’s a good description of this in Andrii’s

guide.)

Once you’ve converted the eBPF program from BCC—or indeed, written it in libbpf-ready C from scratch-–you can compile it. 

Compiling eBPF programs for CO-RE

In Chapter 3 you saw an extract from a Makefile that compiles C to eBPF bytecode. If you’re using CO-RE there are a few additional things you need to know. 

Debug information

You have to pass the -g flag to clang so that it includes debug information, which is necessary for BTF. However, the -g flag also adds DWARF debugging information to the output object file, but that’s not needed by eBPF programs, so you can reduce the size of the object by running the following command to strip it out:

llvm-strip -g <object file> 

5 C++ does, but not C

6 I say that “it’s unlikely the eBPF verifier will allow” pointer access to memory, but in fact it will permit it in certain BTF-enabled program types such as tp_btf, fentry and fexit. 
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Optimization

The -O2 optimization flag is required for clang to produce BPF bytecode that will pass the verifier. One example of this being necessary is that by default, clang will output

“callx <register>” to call helper functions, but eBPF doesn’t support calling addresses from registers. 

Target architecture

The libbpf header file bpf/bpf_tracing.h defines several macros that are platform-specific, such as BPF_KPROBE or BPF_KPROBE_SYSCALL. The BPF_KPROBE

macro can be used for eBPF programs that are being attached to kprobes, and BPF_KPROBE_SYSCALL is a variant specifically for syscall kprobes. These macros make it easier to access arguments that are passed using the pt_regs structure that holds the contents of the CPU registers. 

Since registers are architecture-specific, the pt_regs structure definition depends on the architecture you’re running on, so if you want to use these macros you’ll need to also tell the compiler what the target architecture is. You can do this by setting -D

__TARGET_ARCH_($ARCH) where $ARCH is an architecture name like arm64, amd64, etc. 

(Also note that if you didn’t use the macro you’d need architecture-specific code to access the register information anyway.)

Perhaps “Compile Once  Per Architecture - Run Everywhere” would have been a bit of a mouthful! 

Makefile

The following is an example Makefile instruction for compiling CO-RE objects: hello.bpf.o: %.o: %.c

clang \

-target bpf \

-D __BPF_TRACING__ \

-D __TARGET_ARCH_$(ARCH) \

-I/usr/include/$(shell uname -m)-linux-gnu \

-Wall \

-O2 -g \

-c $< -o $@

llvm-strip -g $@

Now that you have an object file compiled to include BTF information, let’s inspect it to see that the information is really present. 

BTF information in the object file

The kernel documentation for BTF describes how BTF data is encoded in an ELF
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and .BTF.ext, which covers function and line information. You can use readelf to see that these sections have been added to the object file, like this:

readelf -S hello.bpf.o | grep BTF

[10] .BTF              PROGBITS         0000000000000000  000002c0

[11] .rel.BTF          REL              0000000000000000  00000e50

[12] .BTF.ext          PROGBITS         0000000000000000  00000b18

[13] .rel.BTF.ext      REL              0000000000000000  00000ea0

As well as the BTF sections, this output also shows a couple of the sections that hold relocation data, with type REL, which I’ll discuss shortly. 

The bpftool utility lets us examine the BTF data from an object file like this: bpftool btf dump file hello.bpf.o



The output looks just like the output that you get from dumping BTF info from loaded programs and maps, as you saw earlier in this chapter. 

You’ve seen that the object file that holds the eBPF program also holds the BTF information that describes the data structure layout  on the machine where this program was compiled. Let’s see how this is used to allow the program to run on another machine with a different kernel version and different data structures. 

BPF relocations

Libbpf adapts BPF programs to work with the data structure layout on the target kernel where they run, even if this layout is different from the kernel where the code was compiled. To do this, libbpf needs BPF CO-RE relocation information, and this is generated by clang as part of the compilation process. 

You can learn more about how the relocations work from the comments in the linux/

bpf.h header file, where you can read that "struct bpf_core_relo is used to pass relocation data from LLVM to libbpf and from libbpf to the kernel”. The relocation data for an eBPF program consists of one of these structures for each instruction that needs relocation. Suppose the instruction is setting a register to the value of a field within a structure. The bpf_core_relo structure for that instruction encodes the BTF

type of that structure, and also indicates how the field is accessed relative to that structure. 

The relocation data for the kernel data structures is generated automatically by clang (which is part of the LLVM family) and encoded in the ELF object file. It’s the following line, which you’ll find near the start of the vmlinux.h file, that causes clang to do this:

#pragma clang attribute push (__attribute__((preserve_access_index)), apply_to 

= record)
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The preserve_access_index attribute tells clang to generate BPF CO-RE relocations for a type definition. The clang attribute push part says that this attribute should be applied to all definitions until a clang attribute pop, which appears at the end of the file. That means that clang generates the relocation information for all the types defined in vmlinux.h. 

If you’re interested to dive into the details of exactly how the relocation data is encoded, you’ll find the information in the kernel documentation on LLVM relocations. 

In the previous section, you saw evidence of a couple of these sections of type REL

listed in the output from readelf -S hello.bpf.o. 

You can see the relocation taking place when you load a BPF program using bpftool and turn on the debug information with the -d flag, like this:

bpftool -d prog load hello.bpf.o /sys/fs/bpf/hello

This generates a lot of output, but the parts relating to relocation look like this: libbpf: CO-RE relocating [24] struct user_pt_regs: found target candidate [205] 

struct user_pt_regs in [vmlinux]

libbpf: prog 'hello': relo #0: <byte_off> [24] struct user_pt_regs.regs[0] 

(0:0:0 @ offset 0)

libbpf: prog 'hello': relo #0: matching candidate #0 <byte_off> [205] struct user_pt_regs.regs[0] (0:0:0 @ offset 0)

libbpf: prog 'hello': relo #0: patched insn #1 (LDX/ST/STX) off 0 -> 0

In this example you can see that type ID 24 from the  hello program’s BTF information refers to the structure called user_pt_regs. Libbpf has matched this against a kernel structure, also called user_pt_regs, that has type ID 205 in the  vmlinux BTF data set. 

In practice, because I compiled and loaded the program on the same machine, the type definitions are identical, so in this example the offset of 0 from the start of the structure remains unchanged and the “patch” to instruction #1 leaves it unchanged. 

Let’s now consider another important part of CO-RE: the  libbpf library that’s included by user space code. 

 Libbpf for user space

The  libbpf library is a user space library that you can use directly if you’re writing the user space part of your application in C7. If you want to, you can use this library without using CO-RE - there’s an example of this on Andrii Nakryiko’s excellent post

on libbpf-bootstrap. 

This library provides functions that wrap the  bpf() and related syscalls to perform operations like loading programs into the kernel and attaching them to events, or 7 I’ll discuss some other frameworks and language options in Chapter 12
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accessing map information from user space. The conventional and easiest way to use these abstractions is through auto-generated BPF Skeleton code. 

BPF Skeletons

You can use bpftool to auto-generate this skeleton code from existing eBPF objects in ELF file format, like this:

bpftool gen skeleton hello.bpf.o > hello.skel.h

Look into this skeleton header and you’ll see that it contains structure definitions for the eBPF programs and maps, as well as several functions that all start with the name

“hello_bpf__” (based on the name of the object file). These functions manage the lifecycle of the eBPF programs and maps. You don’t have to use the skeleton code - you can make calls to libbpf directly if you prefer - but the auto-generated code will typically save you some typing. 

Here’s a brief walkthrough of how I have used them in chapter5/hello.c, the user space code that manages the eBPF code in chapter5/hello.bpf.c. 

skel = hello_bpf__open_and_load(); 

As its name suggests, this function covers two phases: opening and loading. The

“open” phase involves reading the ELF object file, and converting its sections into structures that represent eBPF programs and maps. The “load” phase loads those maps and programs into the kernel, performing any relocation re-writes necessary for CO-RE. 

These two phases can easily be handled separately, as the skeleton code provides separate <name>__open() and <name>__load() functions. This gives you the option to manipulate the eBPF information before loading it. This is commonly done to configure a program before loading it. For example, I could initialize the counter global variable c to some value like this:

skel = hello_bpf__open(); 

if (!skel) {

// Error ... 

}   

skel->data->c = 10; 

err = hello_bpf__load(skel); 

The data type returned by hello_bpf__open(), and also by hello_bpf__load(), is a structure called hello_bpf defined in the skeleton header to include information about all the maps, programs and data defined in the object file. 
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The skeleton object (hello_bpf in this example) is just a user space

representation of information from the object file. Once it has been

loaded into the kernel, if you change a value in the object, it won’t

have any effect on the kernel-side data. So for example, changing

skel->data->c after loading will not have any effect. 

The next skeleton function I used in the example attaches the program to the execve syscall function:

err = hello_bpf__attach(skel); 

Libbpf automatically takes the attachment point from the SEC() definition for this program. 

Setting up the perf buffer a function defined in libbpf itself, rather than in the skeleton. 

pb = perf_buffer__new(bpf_map__fd(skel->maps.hey), 8, handle_event, 

lost_event, NULL, NULL); 

You can see the perf_buffer__new() function takes the file descriptor for the “hey” 

map as the first argument. handle_event is a callback function that gets called when new data arrives in the perf buffer, and lost_event gets called if there isn’t enough room in the perf buffer for the kernel to write a data entry. In my example these functions just write messages to the screen. 

Finally, the program has to poll the perf buffer repeatedly:

while (true) {

err = perf_buffer__poll(pb, 100); 

... 

}

100 is a timeout in milliseconds. The callback functions previously set up will get called as appropriate when data arrives or when the buffer is full. 

Finally, to clean up I free the perf buffer and destroy the eBPF programs and maps in the kernel, like this:

perf_buffer__free(pb); 

hello_bpf__destroy(skel); 

If you run this example code you’ll see output that’s very much like what you saw in Chapter 4, like this:

23664  501    bash             Hello World

23665  501    bash             Hello World

23667  0      cron             Hello World

23668  0      sh               Hello World
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Libbpf code examples

There are lots of great examples of libbpf-based eBPF programs available that you can use as inspiration and guidance for writing your own:

• The libbpf-bootstrap project is intended to help you get off the ground with a set of example programs. 

• The BCC project has many of the original BCC-based tools migrated to a libbpf version - you’ll find them in the libbpf-tools directory. 

Summary

CO-RE enables eBPF programs that can run on different kernel versions from that on which they were built. This massively improves the portability of eBPF, and makes life much easier for tool developers who want to deliver production-ready tooling to their users and customers. 

In this chapter, you’ve seen how CO-RE achieves this by encoding type information into the compiled object file, and using relocations to re-write instructions as they are loaded into the kernel. You’ve also had an introduction to writing code in C that uses libbpf: both the eBPF programs that run in the kernel, and the user space programs that manage the lifecycle of those programs, based on auto-generated BPF skeleton code. In the next chapter you’ll learn about how the kernel verifies that eBPF programs are safe to run. 

Exercises

Here are a few things you can do to further explore BTF, CO-RE, and libbpf: 1. Experiment with bpftool btf dump map and bpftool btf dump prog to see the BTF information associated with maps and programs respectively. Remember

that you can specify individual maps and programs in more than one way. 

2. Compare the output from bpftool btf dump file and bpftool btf dump prog

for the same program in its ELF object file form and after it has been loaded into the kernel. 

3. Examine the debug output from bpftool -d prog load

hello.bpf.o /sys/fs/bpf/hello. You’ll see each section being loaded, checks on the license, and relocations taking place, as well as output describing each BPF

program instruction. 

4. Try building a BPF program against a different vmlinux header file from

BTFHub, and look in the debug output from bpftool for relocations that change offsets. 
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5. Modify the hello.c program so that you can configure different messages for different user IDs using the map (similar to the exercise in Chapter 4). 

6. Confirm that if you change the value in skel->data->c in hello.c after the eBPF

program is loaded into the kernel, this has no effect. 
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CHAPTER 6

eBPF for Security

A Note for Early Release Readers

With Early Release ebooks, you get books in their earliest form—the author’s raw and unedited content as they write—so you can take advantage of these technologies long before the official release of these titles. 

This will be the 9th chapter of the final book. 

If you have comments about how we might improve the content and/or examples in this book, or if you notice missing material within this chapter, please reach out to the editor at  rfernando@oreilly.com. 

You’ve seen how eBPF can be used to observe events across a system and report information about those events to user space tools. In this chapter, you’ll consider how to build on the concept of event detection to create eBPF-based security tools that can detect, or even prevent, malicious activity. I’ll start by helping you understand what makes security different from other types of observability. 

Security observability requires policy and context

The difference between a security tool and an observability tool that reports on events is that a security tool needs to be able to distinguish between events that are expected under normal circumstances and events that suggest that malicious activity might be taking place. For example, suppose you have an application that writes data to a local file as part of its normal processing. Let’s say that the app is expected to write to /

home/<username>/<filename>, so this activity isn’t something you’re interested in from a security perspective. However, you would want to be notified if the app writes 75
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to one of the many sensitive file locations in Linux - for example, it is unlikely that it needs to modify the password information stored in /etc/passwd. 

Policies have to take into account not just normal behavior when systems are fully functional, but also the expected error path behavior. For example, if a physical disk gets full, the application might start sending network messages to alert about this situation. These network messages shouldn’t be seen as security events - even though they are unusual, they’re not suspicious. Taking error paths into account can make it challenging to create effective policies, and we’ll come back to that challenge later in this chapter. 

Defining what is and isn’t expected behavior is the job of a policy. A security tool compares activity to a policy, and takes some action when the activity is outside the policy, making it suspicious. That action would typically involve generating a security event log, which would typically get sent to a Security Information Event Management (SIEM) platform. It might also result in an alert to a human who will be called on to investigate what happened. 

The more contextual information that’s available to the investigator, the more likely they are to be able to find out what was the root cause of the event, and answer questions such as: Was it an attack? Which components were affected? How and when did the attack take place? Who was responsible? As illustrated in Figure 6-1, being able to

answer questions like this takes a tool from mere logging to deserving the nomencla-ture “security observability”. 

 Figure 6-1. Contextual information is required alongside out-of-policy event detection for security observability
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Let’s explore some of the ways that eBPF programs are being used to detect and enforce security events. As you know, eBPF programs can be attached to a variety of events, and one set of events that have been commonly used for security for many years are syscalls. However, as you’ll see, this might not be the most effective way to implement security tooling with eBPF, and we’ll see some newer and more sophisticated approaches later in this chapter. 

Using system calls for security events

System calls (or “syscalls”) are the interface between user space applications and the kernel. If you can restrict the set of syscalls that an app can make, that will limit what it is able to do. For example, if you stop an app from making syscalls in the  open*() family, it won’t be able to open files. If you have an application that you never expect to open files, then you might want to create this limitation so that even if the app gets compromised, it won’t be able to open files maliciously. If you’ve been using Docker or Kubernetes over the past few years there is a very good chance you have already come across a security tool that uses BPF:  seccomp. 

Seccomp

The name, seccomp, is a contraction of “SECure COMPuting.” In its original, or

“strict”, form, seccomp is used to limit the set of syscalls that a process can use to a very small subset:  read(), write(), _exit(), and sigreturn(). The intention of this strict mode was to allow users to run untrusted code (perhaps a program downloaded from the internet) without any possibility of that code doing malicious things. 

Strict mode is very restrictive, and many applications need to use a much larger set of syscalls - but that doesn’t mean they need all 400 and more of them. It makes sense to allow a more flexible method for restricting the set that any given application can use. 

This is the reasoning behind the flavor of seccomp that most of us from the container world have encountered, which is more properly known as  seccomp-bpf. Instead of having a fixed subset of syscalls that it permits, this mode of seccomp uses BPF code to filter the syscalls that are and aren’t allowed. 

In seccomp-bpf, a set of BPF instructions is loaded that act as a filter. Each time a syscall is called, the filter is triggered. The filter code has access to the arguments that are passed to the syscall so that it can make decisions based on both the syscall itself, and the arguments that have been passed to it. The outcome is one of a set of possible actions that include:

• Allowing the syscall to go ahead

• Returning an error code to the user space application

• Killing the thread
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• Notifying a userspace application ( seccomp-unotify)(As of kernel version 5.0) If you want to explore writing your own BPF filter code, Michael

Kerrisk has some good examples at https://man7.org/training/

download/secisol_seccomp_slides.pdf. 

Some of the arguments passed to syscalls are pointers, and the BPF code in seccomp-bpf is not able to dereference these pointers. This limits the flexibility of a seccomp profile, as it can only use value arguments in its decision making process. Also, it has to be applied to the process when it starts - you can’t modify the profile that is being applied to a given application process. 

You may well have used seccomp-bpf without writing BPF code, as the code is often derived from a human-readable seccomp profile, Docker’s default profile being a good example. This is a general-purpose profile intended to be usable with pretty much any normal, containerized application. That inevitably means it allows most syscalls, and only disallows a few that are unlikely to be appropriate in any application

-  reboot()  being a great example. 

According to Aqua Security, most containerized apps use somewhere in the range of 40-70 syscalls1. For better security, it would be preferable to use a more constrained profile targeted at each specific application, that only allows the syscalls that it actually uses. 

Generating seccomp profiles

If you ask the average app developer to tell you what syscalls one of their programs makes, you’re likely to get a blank look. That’s not intended to be insulting - it’s just that most developers write in programming languages that give them higher-level abstractions far removed from the details of syscalls. For example, they might know what files their application opens, but it’s less likely that they could tell you whether they are opened using  open()  or  openat().  This makes it unlikely that you’ll get a positive response if you ask the developer to hand-craft an appropriate seccomp profile along with their application code. 

Automation is the way forward: the idea is to use a tool to record the set of syscalls that an application makes. In the early days, seccomp profiles were generally com-1 https://blog.aquasec.com/aqua-3.2-preventing-container-breakouts-with-dynamic-system-call-profiling
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piled using  strace to gather the set of syscalls that an application calls2. This isn’t a wonderful solution in the cloud native age, as there’s no easy way to point strace at a specific container or Kubernetes pod. It would also be more helpful to generate the profile not just as a list of syscalls, but in the json format that Kubernetes and OCI-compatible container runtimes can take as input. There are a couple of tools that do this, using eBPF to gather information about all the syscalls being called:

• Inspektor Gadget includes a seccomp profiler that allows you to generate a custom seccomp profile for the containers in a Kubernetes pod3

• Red Hat created a seccomp profiler in the form of an OCI runtime hook: https://

github.com/containers/oci-seccomp-bpf-hook

With these profilers, you need to run the application for some arbitrary amount of time to generate a profile that includes the full list of the syscalls that it might legitimately call. As discussed earlier in this chapter, this list needs to include error paths. 

If your application can’t behave correctly under error conditions because the syscalls it needs to call are blocked, this might cause a bigger problem. And since seccomp profiles deal with a lower abstraction level than most developers are familiar with, it’s hard to review them manually to see if they cover all the right cases. 

Taking the OCI runtime hook as an example, an eBPF program is attached to the

syscall_enter raw tracepoint and maintains an eBPF map that keeps track of which

syscalls have been seen. The userspace parts of this tool are written in Go and use the

iovisor/gobpf/bcc library. The following are the lines of code that load the eBPF program into the kernel and attach it to the tracepoint (a few lines omitted for brevity): src := strings.Replace(source, "$PARENT_PID", strconv.Itoa(pid), -1) m := bcc.NewModule(src, []string{})



defer m.Close()



…



enterTrace, err := m.LoadTracepoint("enter_trace")  



…



if err := m.AttachTracepoint("raw_syscalls:sys_enter", enterTrace); err != nil {  





return fmt.Errorf("error attaching to tracepoint: %v", err)



}

The first line does something quite interesting - it replaces a variable name $PARENT_PID in the eBPF source code with a numeric process ID. This is quite 2 See for example this post from Jess Frazelle, who developed the default seccomp profile for Docker: https://

blog.jessfraz.com/post/how-to-use-new-docker-seccomp-profiles/

3 The documentation for Inspektor Gadget’s seccomp profiler is quite dry, but this video overview from Jose

Blanquicet is more accessible: https://www.youtube.com/watch?v=K-mEyso42Ag
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a common pattern, and it indicates that this tool will load individual eBPF programs for each process being instrumented. 

An eBPF program called enter_trace gets loaded into the kernel. 

The enter_trace program gets attached to the tracepoint raw_sys

calls:sys_enter. As the name suggests, this tracepoint is at the point of entry to any syscall. Whenever any userspace code makes a syscall, this tracepoint will be hit. 

These profilers use eBPF code attached to sys_enter to keep track of the set of syscalls that have been used, and generate a seccomp profile to be used with seccomp, which does the actual job of enforcing the profile. The next class of eBPF tools we’ll consider also attach to sys_enter, but with the intention of directly enforcing a security profile themselves. 

Syscall-tracking security tools

The best-known tool that falls into this category of syscall-tracking security tools is the CNCF project Falco, which provides security alerts. By default Falco is installed as a kernel module, but there is also an eBPF version. Users can define rules to determine what events are security relevant, and Falco can generate alerts in a variety of formats when events happen that don’t match the policies defined in these rules. 

Both the kernel module driver and the eBPF-based driver attach to system calls. If you examine the Falco BPF programs on GitHub you’ll see lines like the following that attach probes to raw syscall entry and exit points (plus a few other events such as page faults). 

BPF_PROBE("raw_syscalls/", sys_enter, sys_enter_args)

BPF_PROBE("raw_syscalls/", sys_exit, sys_exit_args)

Since eBPF programs can be loaded dynamically, and detect events triggered by pre-existing processes, tools like Falco or Aqua Security’s Tracee can apply policies to application workloads that are already running. Users can modify the set of rules being applied without having to modify the applications or their configuration. This is in contrast to seccomp profiles, which have to be applied to the application process when it is launched. 

Unfortunately there is a problem with this approach of using syscall entry points for security tooling: there is a Time Of Check To Time Of Use (TOCTTOU) issue. 

If an eBPF program is triggered at the entry point to a system call, it can access the arguments that userspace has passed to that system call. If those arguments are pointers, the kernel will need to copy the pointed-to data into its own data structures before acting on that data. As illustrated in Figure 6-2, there is a window of opportu‐
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nity for an attacker to modify this data, after it has been inspected by the eBPF program but before the kernel copies it. Thus, the data being acted on might not be the same as what was captured by the eBPF program. Exploiting this window is known as a  phantom attack. 4

 Figure 6-2. A phantom attack changes syscall arguments before they are accessed by the kernel

The same window would apply for seccomp-bpf, were it not for the fact that in seccomp-bpf the program is not allowed to dereference the userspace pointer so it’s not possible to examine the data at all. 

The same issue applies for seccomp_unotify, a recently-added mode of seccomp where a violation can be reported to userspace. The man page for  seccomp_unotify

explicitly notes that “It should thus be absolutely clear that the seccomp user-space notification mechanism  can not be used to implement a security policy!” 

The syscall entry point might be very convenient for observability purposes, but for a serious security tool it’s really not sufficient. To be certain that it is inspecting the same information that the kernel will act on, the eBPF program should be attached to an event that occurs after the parameters have been copied into kernel memory. 

Unfortunately there is no single common place in the kernel to do this, as the data is handled differently in syscall-specific code. However, there is a well-defined interface 4 Exploiting this window was discussed in a DEFCON 29 talk on “Phantom Attacks - Evading Syscall Monitor‐

ing by Rex Guo & Junyuan Zeng, and its impact on Falco was covered in more detail in the talk “LSM BPF

Change Everything” by Leo Di Donato and KP Singh Using system calls for security events  |  81
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where eBPF programs can be safely attached: the Linux Security Module (LSM) API. 

This requires a relatively new eBPF feature: BPF LSM. 

BPF LSM

The LSM interface provides a set of hooks that each occur just before the kernel is about to act on a kernel data structure. The function called by a hook can make a decision about whether to allow the action to go ahead. This interface was originally provided to allow security tools to be implemented in the form of kernel modules5; BPF LSM6 extends this so that eBPF programs can be attached to the same hook points, as shown in Figure 6-3. 

 Figure 6-3. With LSM BPF, eBPF programs can be triggered by LSM hook events 5 https://www.kernel.org/doc/html/latest/security/lsm.html

6 https://www.kernel.org/doc/html/latest/bpf/prog_lsm.html
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There are hundreds of LSM hooks, and they’re pretty nicely documented in the ker‐

nel source code. To be clear, there isn’t a one-to-one mapping between syscalls and LSM hooks, but if a syscall has the potential to do something interesting from a security perspective, processing that syscall will trigger one or more of the hooks. 

Here’s a trivial example of an eBPF program attached to an LSM hook. This example is called during the processing of a chmod command (which stands for “change modes”, and is mostly used to change the access permissions on a file):

SEC("lsm/path_chmod")

int BPF_PROG(path_chmod, const struct path *path, umode_t mode)

{

bpf_printk("Change mode of file name %s\n", path->dentry->d_iname); return 0; 

}

This example simply traces out the name of the file and always returns 0, but you can imagine a real implementation that would make use of the arguments to make a decision on whether to allow this change of mode. Returning a non-zero value would deny permission to make this change, so the kernel wouldn’t go ahead with it. It’s worth noting that making policy checks entirely within the kernel like this is highly performant. 

The path argument to BPF_PROG() is the kernel data structure representing the file, and the mode argument is the desired new mode value. You can see the name of the file being accessed from the field path->dentry->d_iname. 

LSM BPF was added in kernel version 5.7, which means that (at least at the time of writing) it’s not yet available on many supported Linux distributions, but I expect that over the next couple of years many vendors will develop security tooling that makes use of this interface. Before LSM BPF is made widely available, there is another possible approach, as used by the developers of Cilium Tetragon. 

Cilium Tetragon

Tetragon is part of the Cilium project (also part of the CNCF). Rather than attaching to LSM API hooks, Tetragon’s approach is to build a framework for attaching eBPF

programs to arbitrary functions in the Linux kernel. 

Tetragon is designed for use in a Kubernetes environment, and the project defines a custom Kubernetes resource type called a TracingPolicy. This is used to define a set of events to which eBPF programs should be attached, conditions that need to be checked by eBPF code, and actions to take if the conditions are met. 

The following is an extract from a sample TracingPolicy:

spec:

kprobes:
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 - call: "fd_install" 

…

matchArgs:

- index: 1

operator: "Prefix" 

values:

- "/etc/" 

…

This policy defines a set of kprobes to attach programs to, the first of which is the kernel function fd_install. This is an internal function in the kernel. Let’s explore why you might choose to attach to a function like that. 

Attaching to internal kernel functions

The system call interface and the LSM interface are defined as stable interfaces in the Linux kernel - that is to say, they won’t change in a back-incompatible way. If you write code today that uses the functions in those interfaces, they will continue to work in future versions of the kernel. These interfaces represent just a tiny fraction of the 30 million lines of code that make up the Linux kernel. Parts of that codebase are de facto stable, even if they are not officially declared as such; they haven’t changed for a long time and are unlikely to do so in the future. 

It’s perfectly reasonable to write eBPF programs that attach to kernel functions that aren’t officially stable, with the expectation that they are likely to work for some con-siderable time to come. Also, given that it typically takes several years for a new kernel version to be widely deployed, it’s a safe bet that there will be plenty of time to address any incompatibility issues that might arise. 

The Tetragon contributors include a number of kernel developers who have used their knowledge of kernel internals to identify some good, safe places where eBPF

programs can be attached for useful security purposes. There are several example Tra‐

cingPolicy definitions that make use of this knowledge. These examples monitor security events covering file operations, network activity, program executions and changes to privileges - all the kind of things that a malicious actor would do as part of an attack. 

Let’s come back to that example policy definition that attaches to fd_install. The “fd” 

stands for File Descriptor, and the comment in the source code for this function tells us that this function “Install[s] a file pointer in the fd array”. This happens when a file is opened, and it’s called after the file’s data structure has been populated in the kernel. It’s a safe place to check the name of the file - and in the earlier example TracingPolicy, it’s only of interest if the file name starts with “/etc/”. 

Just as in LSM BPF programs, Tetragon eBPF programs have access to contextual information to allow them to make security decisions entirely within the kernel. 
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can be filtered within the kernel, so that only the out-of-policy events get reported to user space. 

Preventative security

Most eBPF-based security tools have used eBPF programs to detect malicious events, which notify a user space application that can then take action. As you can see in

Figure 6-4, any action the user space app takes happens asynchronously, by which time it might be too late - perhaps data could have been exfiltrated, or the attacker could have persisted malicious code onto disk. 

 Figure 6-4. An asynchronous notification from kernel to user space allows some time for an attack to continue

In kernels from 5.3 and up, there is a BPF helper function called bpf_send_signal(). 

Tetragon uses this function to implement preventative security. If a policy defines a Sigkill action, then any matching events will cause Tetragon eBPF code to generate a SIGKILL signal which terminates the process that was attempting the out-of-policy action. As shown in Figure 6-5, this happens synchronously - that is, whatever the kernel was going that eBPF code determined to be out-of-policy, that activity is prevented from completing. 
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 Figure 6-5. Tetragon kills malicious processes synchronously by sending the signal from the kernel

Sigkill policies need to be used with care, because an incorrectly configured policy could result in terminating applications unnecessarily, but it’s an incredibly powerful use of eBPF for security purposes. You can start by running in an “audit” mode that generates security events but doesn’t apply the sigkill enforcement, until you’re confident that the policy won’t break anything. 

If you’re interested to learn more about using Cilium Tetragon for detecting security events, there is a report on Security Observability with eBPF by Natália Réka Ivánkó and Jed Salazar that digs into much more detail. 

Summary

In this section you’ve seen how eBPF’s use in security has evolved from low-level checks on system calls, to much more sophisticated use of eBPF programs for security policy checks, in-kernel event filtering and runtime enforcement. 

There’s still much active development in the area of using eBPF for security purposes. 

I believe we will see tools in this area evolving and becoming very widely adopted over the coming years. 
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